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Request for Quotations

1. Background:

Guru Ghasidas Vishwavidyalaya (GGV),is a Central University, of India, located in Bitaur
C.G. State, established under Central Universitheg 2009, No. 25 of 2009. Formerly called
Guru Ghasidas University, established by an Acttld State Legislative Assembly, was
formally inaugurated on June 16, 1983. The Vishdgadaya, is a residential cum affiliating
institution, having its jurisdiction spread ovBilaspur Revenue Division of the state of
Chhattisgarh. The Vishwavidyalaya, plans to esthb& network via LAN & Internet in its
campus in a big way as per the scope of work meati below. Sealed tenders are invited from
reputed vendors for the aforesaid purpose as perd#tails given in the Annexure-l to
Annexure-VIl. These details are also available dre tVishwavidyalaya, Web site:
www.ggu.ac.in

2. Scope of work:

i.  The scope of the work includes supply, installatioommissioning and integration of
Campus wide Data network Infrastructure [includiagtive equipments, passive
components, Input raw power provisioning for UPS feetwork rack locations,
connecting output UPS power, dedicated local eagthat central distribution
(Auditorium), provisioning and commissioning of ¢eal links and other accessories] as
per G.G. Vishwavidyalaya requirement and mainteeaoicthe same for a period of
three years in terms of onsite comprehensive warray. The bidder should also ensure
the maintenance of the same infrastructurefdother two years after the expiry of
onsite comprehensive warranty period on a comprehaive AMC basis

ii.  Additional components (hardware, software, accéssatc.), if required, for providing
the ‘total solution’ as mentioned in the tenderwwoent should be specified and quoted.
Required technical details/brochure of such progluetfered by thebidder duly
supported by schematic diagrams and technical fagE@ns of each component offered
should be furnished along with the reasons justgythe requirement of such additional
components as part of the technical bid and furthehcost of each of such components
in the price bid.

iii.  The vendor should providensite skill support by deputing four dedicated Reslent
Engineers (preferably minimum one for managing and monitoragjive components,
two for passive support and one having expertiseamtaining UPSat GGV Campus
for maintaining the networking equipments for timéire warranty period of three years.
Detailed CV of the Engineers to be provided alority the Technical Bid.

iv.  The Bidder shall be liable for any hardware andvemfe up-gradation for maintenance
without any extra cost during the contract period.
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Vi.

Vil.

viii.

Xi.

Xii.

Xiil.

Xiv.

XV.

The Bidder should supply all required hardwarefveafe and other related accessories
[if any] to meet the technical specifications. Rdrr Incomplete bid will be summarily
rejected.

If any terminolog(y)/(ies) or specification(s) ine bill of materials is/are specific to any
particular manufacturer, provide equivalent Intéioreal standard, if exists, with proper
justification.

The solution should be able to provide a Multissevbwitched network, which can be
used for converging Data, Voice & Video over amHBtwork. The network will be non-
blocking, Modular and hierarchical with a Multi-Lerymodel.

The bidder has to quote all networking active congmis like Router, Switch, Wireless,
Network Management & Desktop Security solution fraansingle OEM, except
perimeter firewall and link load balancer, i.e. all the products including routing,
switching, wireless, desktop security and networtinagement system being quoted
should be of the same make. All passive-networkiomponents should be from one
single OEM. The UPSs may be from one single make.

The Campus LAN should be scalable towards consigeBGV future requirements.
Redundancy need to be built-up between Core artdiidison / Access layer.

The proposed desktop / end point security solusioould support at least 800 users at
present and be scalable up to 1000 without anytiaddl cost.

The proposed Infrastructure should support at B@8tusers and be scalable up to 1000
without any extra cost. Only passive components tosbe charged extra. Further
extendibility as per the actual cost involved.

Installation cost for all passive components amddther related material will be charged
as per the actual.

The Bidder has to ensure proper Planning, Desigantyimplementation of VLAN and
IP Address Schema in consultation with the Vishdgaiaya, authorities.

The Bidder has to provide 2 x 8 Mbps Internet lirdm two different ISP for Internet
facility across GGV Campus. ISP will be decidedduasn performance, reliability, and
meeting the technical specifications in consultatizvith the Vishwavidyalaya,

authorities. Procurement of the Internet link idd#@r’s responsibility.

The Bidder has to provide necessary hardware fowark management & end point
security solution [if any].
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3. Proposed GGV Campus Architecture:
[For clarity, please view in color on our website]

Diagram-I [GGV Campus 1Gbps Single mode Fiber Baokf:

Diagram-II [Internet Connectivity]:
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4. Eligibility Criteria of the Bidders:

Vi.

Vil.

viil.

The bidder must be a reputed manufacturer (OEMisoauthorized System Integrator of
the type of products offered. In case of Systeradrator, a Letter of Authorization from
OEM, specific to the tender should be enclosed. [dide received without authority are
liable to be rejected.

The manufacturer of the Active Components is talipectly present in Eastern part of
India with their own office. The manufacturer stibhave their own agents/spares depot
in the state of Chhattisgarh to provide fasterdawnnd for replacement of faulty parts.

The Switch, Router, Wireless Controller, AccessnBiGBIC/SFP modules, Network
Management and Desktop Security solution shouldfroen the same manufacture.
Fiber/UTP patch cords may be from a different maatufre whose passive components
being quoted.

The bidder should have adequate facilities, manpamd staff for installation, testing,
commissioning and for providing after sales servié¢tach documentary evidence.

An undertaking from the manufacturer is requireatisg that they would facilitate the
bidder on a regular basis with technology/prodyatates and extend support for the
warranty as well. Attach certificate.

The important criterion of the bidder is that thdder should have a minimum annual
turnover of Rs. 200 Crores in each of past thre@nitial years, and the bidder should be
in profits. Please attach documentary proof of fardi of the company. Also mention
annual turnover and profit for each financial yearone sheet in the following format.

S.No.| Financial Year Annual Turnover Profits in INR
1. 2005-2006
2. 2007-2008
3. 2008-2009

The firm/company should be ISO 9001:2008 certifiddaintenance & System
Integration). Please attach a copy of the certéica

The Bidder should have at least 5 years of networkixperience in executing Campus
LAN projects for at least 2 educational instituBom eastern India. Documentary
evidence of projects executed with customer comgadiculars to be provided.
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Xi.

Xii.

Xiil.

Xiv.

XV.

XVi.

XVil.

XVviii.

XiX.

The bidder has to enclose a ‘purchase order capl”successful completion certificate’
of at least one LAN/WAN project of a minimum valoé Rs. 50 Lakhs, with similar
products in any of the last 3 financial years foy &ducation Institute/University/Govt.
entity/PSU in the state of Chhattisgarh.

Bidder shall submit the authorization certificatessale and maintenance from the OEM
for all the quoted equipments.

The Bidder must have support office with 24x7 hegsk operation accessible through
toll free number

Solvency certificate or working capital certificats the case may be should be issued by
any Nationalized/Scheduled bank.

Highest level / tier of partnership with OEM forti@e components in the last 3 years.
Copy of current certification of the OEM to be pided.

The bidder will ensure smooth integration / impletagion of the proposed GGV
infrastructure.

Bidder should be I1ISO 27001 and ISO 20,000 certiftedpy of valid certificate to be
provided.

The bidder shall provide the Registration number tbé firm along with the
LST/CST/WCT No. and the PAN Card Number allotted!iss concerned authorities.

Profitable annual financial turnover over a perddast 3 years, according to the audited
Balance Sheet. Copy of audited balance sheet solaitted.

The bidder should provide backend support commitrfegter from the respective OEM
specific to this tender for the warranty of 3 yeansl AMC for 2 years. In addition they
should also enclose a commitment letter statingpstiplan for the additional period of
two years (3 yrs warranty + 2 yrs Comprehensive AMEZ additional yrs = total 7 yrs).

It will be the responsibility of the bidder to surwey the site (campus) before
preparing and submitting the bid. GGV will not pay any cost incurred on site
survey by the bidder

Eligibility Criteria of the OEM:

OEM should be established in supplying data netwwdducts like routing, switching,
wireless and network management system for the p@syears. Documentary
evidence of projects executed with customer congaxiculars to be provided.
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Vi.

OEM should have multilevel certification coursedraining partners in India. Self
declaration of list of partners to be provided.

OEM Support should be available 24x7 through ewanad telephone at no additional cost
during the contract period. Documentary evidencth wlietails of helpdesk to be

provided.

OEM must have one equipments spare depot in Chhath. Self declaration to be
provided with details of spare depot.

OEM should be ISO 9001:2000 certified. Latest Doentary proof to be provided.

Profitable annual financial turnover over a perddast 3 years, according to the audited
Balance Sheet. Copy of audited balance sheet podwided.

6. Obtaining Bid Documents:

The bid documents can be downloaded from Vishwalaa, website www.ggu.ac.in
The bidder must attach a non-refundable fee oflR80/- in the form of demand draft of
any Nationalized/ Scheduled Bank payable at Bilgs@uG. in favour of “Registrar,
Guru Ghasidas Vishwavidyalaya, Bilaspur, C.G. halavith the tender.

7. Submission of Proposals:

The bidder shall go through the entire documentrandt comply with all the terms
and conditions. A Compliance statement in the form‘@omplied’ or ‘Not Complied’
shall be given for each item of Annexure-l and agaeach specification of the tender
document. The compliance statements should be sigapby authentic documentation.
Please note that any deviation from the laid downeaquirements / specification shall
be brought out separately in deviation sheet® be attached with concerned section of
the tender. Failure to comply with this requiremenaty result in the bid being rejected.
Each page of the bid and cuttings / corrections sliegbe duly signed and stamped by
the bidder. Failure to comply with this requirement may résulthe bid being rejected.

The proposals shall be submitted in four partssiralld be super-scribed d@ART-I:
COVER FOR EMD & Cost of Tender Document”, “PART-Il: COVER FOR
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ELIGIBILITY CRITERIA”, “PART-IIl: COVER FOR TECHNIC AL BIDS” and
“‘PART-IV: COVER FOR COMMERCIAL BIDS".

iii.  Part-l shall contain submission of ‘Earnest Money Depastper Para 8 and Cost of
tender.

iv.  Part-ll shall be a Company Profile covering all the docmmespecified in the
‘Eligibility Criteria of Bidders’ and ‘Eligibility Criteria of OEM’ as per Para 4 and Para 5
respectively.All pages of bid document must be numbered and anmndex page
maintained for the same and fixed as the first pagef this part of bid, bidders
violating this condition may be rejected.

v. Part-lll shall containTechnical Offer with full details including description of
Hardware/equipments so as to enable technical sses@s of the proposal. This shall
also contain categorical clause wise complianceerstant as perAnnexure-l to
Annexure VII and Blank Price Bid with full Terms and Condition as enclosed in
Commercial bid.

vi. The Technical bid must be submitted in an organized and structuresner. No
brochures/leaflets etc. should be submitted indoimsm. All pages of bid document
must be numbered and an index page maintained fohe same and fixed as the first
page of the technical bid, bidders violating this @ndition may be rejected. The
Technical Offer should comprise of the following:

a) A letter of authority duly signed by an authorizegnatory.

b) Complete Bill of Material along with Make, Model,aviufacturer, & Part Number.

c) Technical Documentation [Product Brochures, lesflatanuals etc.]

d) Rate of Applicable taxes, Validity of bid, Delivegnd Implementation schedule,
SLA for Warranty and Comprehensive AMC period ardblfess on which order to
be placed.

e) Compliance of terms with any deviation clearly gated in remarks & brought in
separate deviation sheets.

f) Warranty and AMC (Comprehensive Annual Maintenartesails.

g) Copy of Commercial bid without price figures (Plea®te that Columns related to
commercialsnust not befilled up and would lead to disqualification).

vii.  Part-IV should contain the Commercial Bids for the enpireposal with breakup of the
prices. The bidders are requested to quote price items of the proposed solution in

Indian Rupees (INR):

a) Active and Passive Components, UPS and Leased links
b) Installation charges and Comprehensive Annual Maemce Charges.
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c) Prices quoted shall be inclusive of escalationrof description. The rates must
be quoted as per the Price Formats provided in *umeelV including the
following:

i.  All costs should be given in INR only and mentionedFigures and
Words.

ii. Govt. Levies like Sales Tax, Octroi, Excise DutypoMW Contract Tax
(WCT) and Educational cess etc., if any, shall lag mt actual rates
applicable on the date of delivery. Rates shouldjbeted accordingly
giving the basic price, duties and taxes etc.nyt a

viii. All the four covers should first be sealed separaty, and then all the covers should be
kept in a single sealed bigger cover. This envekipmuld be duly signed by an authorized
signatory and should bear the inscription as under:

“Tender for the Supply & Installation of Active, Passive Components, UPS, Leased
Links for GURU GHASIDAS Vishwavidyalaya, Bilaspur”

“Tender Enquiry No.”: GGV/SRISIT012010Dated 2§ Januar2010
“Due Date & Time for Submission of Bids:” 90February2010by 01:00 P.M.

ix. Bids Acceptance:The Bids must reach the office of Office of the HeBept of CSIT,
Guru Ghasidas Vishwavidyalaya, Bilaspur, C.G, dnjyRegistered Post/ Speed Post on or
before the due date, i.e., on”ZBebruaryZOlOat 1.00 P.M. In the event of due date being a
closed holiday or declared Holiday for Central Goweent offices, the due date for
submission of the bids will be the following worgirday at the appointed time & venue.
Bids will not be accepted after the due date andrtie.

x. Validity of bids: Bids should be valid for a minimum period of 188ysl after the due
date.

8. Earnest Money Deposit:

i.  Each bid must be accompanied by Earnest Money @igpioRs. 3,00,000/- (Rupees
three lacs only) in the form of Demand Draft/Payd€@fBank Guarantee of any
Indian Nationalized Bank taken in the name of ‘Regr, GURU GHASIDAS
Vishwavidyalaya, Bilaspur’, strictly in the predeed Performa (Annexure-V).

ii.  The Bank Guarantee should be valid minimum forrgodeof 180 days from due date
of the quotationQuotations received without Earnest Money Depositra liable
to be rejected.

iii.  Earnest Money is liable to be forfeited and bidiable to be rejected, if the bidder
withdraw or amends or impairs or derogates fronteneler in any respect within the
period of validity of the tender.
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iv. ~ The Earnest Money (without any interest) of unsesfié bidder shall be returned
within three week of the placement of purchase @nderk order.

v. If the successful bidder fails to furnish the Parfance Bank Guarantee within 15
days of the placement of the purchase order/ watkrpthe Earnest Money Deposit
shall be liable to be adjusted BGV Bilaspur against Performance Bank Guarantee
(vide clause 15).

vi.  No interest will be payable b$GV Bilaspur on the Earnest Money Deposit returned
to the unsuccessful bidder.

9. Rejection of Bids:

i. GURU GHASIDAS Vishwavidyalaya, Bilaspur reserves tight to accept or reject
any bid or cancel the tender proceedings at argestathout assigning any reason
whatsoever.

i. If a bidder gives wrong information in their bid, URU GHASIDAS
Vishwavidyalaya, Bilaspur reserves the right toecejsuch bid at any stage and
forfeit the Earnest Money Deposit / Performance lB&uarantee and cancel the
contract, if awarded.

iii.  Bids not meeting the Eligibility criteria as perrRad and 5 will be out rightly
rejected.

iv.  Incomplete quotations are liable to be rejected.

v. If the technical offer contains any price infornoatithe offer will be summarily
rejected.

vi.  Canvassing in any form in connection with the teads strictly prohibited and the
bids submitted by the bidders who resort to canmngsae liable for rejection.

vi. ~GURU GHASIDAS Vishwavidyalaya, Bilaspur shall noay any costs incurred
towards preparation and submission of the bid gradher expenditure in this regard.

viii.  Unsigned tenders, unattested corrections and oxignge by bidders are also liable
for rejection.

ix.  Bids not adhering to the specifications will be oghtly rejected.

X.  Conditional bids will be summarily rejected.

xi. ~ The schedule for accepting the tenders shall betlgtfollowed. Late tenders shall
not be accepted.

10. Evaluation Process:
Stage-1 (Evaluation of ‘Eligibility Criteria’ Bid): Only bidders attaching EMD and
meeting prequalification ‘Eligibility Criteria’ ager Para 4 and 5 would be considered for
Stage-2 (Evaluation of Technical Bid).
Stage-2(Evaluation of Technical Bid): Technical Bids aflders clearing Stage-1 above

would be opened and considered for further evanatif Technical Bid. Successful
bidders of Stage-2 will be considered for Stag&A(uation of Commercial Bids).
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Stage-3(Evaluation of Commercial Bids): Commercial Bofbidders clearing Stage-2
above would be opened and considered for furtheduation.
For the bidders clearing Stage-1 and Stage-2 tive ppmparisons shall be made over
the total cost of the project with three years ofprehensive warranty plus additional
two years of Comprehensive Annual Maintenance @ghffhe bidder with the lowest
price will be selected.

11. Prices & Payment Terms:

a) Supply of Active Components:

The bidders are requested to quote for the entopgsal in INR. “Prices should be CIF,
GURU GHASIDAS Vishwavidyalaya, Bilaspur. The ordaray be placed on the
Principals or bidder. The decision of the Vishwauildya authorities would be final.

b) Prices in INR:

Custom Duty Exemption Certificate (CDEC) can beigss to vendors quoting in INR.
Any custom duty applicable after providing CDEC \gbube paid by GURU
GHASIDAS Vishwavidyalaya, Bilaspur as per actuabwéver, “Prices should be CIF,
GURU GHASIDAS Vishwavidyalaya, Bilaspur and custetearance charges will have
to be borne by the bidder as goods are to be quiotecCIF, GURU GHASIDAS
Vishwavidyalaya, Bilaspur. 80% payment for suppdytpn of equipment for active as
well as passive components would be made on dglagainst Bank Guarantee and the
balance 20% of supply portion and installation aotchmissioning charges on successful
installation and commissioning.

The bidder shall quote for all equipment with thyear comprehensive warranty and all
prices should be in Indian Rupees (INR).

GG\ Bilaspur is registered with Department of Scieot& Industrial Research (DSIR),
Govt. of India and is, therefore, exempted from i&xcDuty. Exemption Letter for
Excise Duty, if required, shall be issued B V-Bilaspur, as and when required/asked
for.

c) Services & AMC:

The Installation charges shall be paid immediatelycommissioning & acceptance of
the network. Comprehensive Annual Maintenance Gisaghall be paid on quarterly
post-payment basis after expiry of 3 years warrgetyod as per scope of the contract.

12. Clarifications:

In case the bidder requires any clarification rdgay the tender documents, they are advised to
submit queries in writing, to HeadSIT, GURU GHASIDAS Vishwavidyalaya, Bilaspur on or
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before12" Februrary 2010 by 3:00 p.rithe answers if any would be posted back on the
Vishwavidyalaya, website www.ggu.ac.in.

13. Quantity Variations:

The proposed quantities are subject to change deperon GURU GHASIDAS
Vishwavidyalaya, Bilaspur’s priority vis-a-vis finaial constraints, if any.

14. Inspection:

GURU GHASIDAS Vishwavidyalaya, Bilaspur shall hate right to inspect or to test
the items to confirm their conformity to the recpdrspecifications. The supplier shall
provide all reasonable facilities and assistancéhéoinspector at no charge to GURU
GHASIDAS Vishwavidyalaya, Bilaspur. In case anypiested or tested goods fail to
conform to the specifications, GURU GHASIDAS Vishudyalaya, Bilaspur may reject
them and supplier shall either replace the rejegtextls or make all alterations necessary
to meet specification required free of cost to GURBHASIDAS Vishwavidyalaya,
Bilaspur.

15. Performance Bank Guarantee:

Vi.

The successful bidder shall be required to furRisiformance Bank Guarantee within 15
days of the placement of purchase order as undetlystin the prescribed Performa
(Annexure-VII).

The successful bidder shall submit a Performanagk Bzuarantee of 5% of the cost of
the supply portion of order.

The Performance Security must be in the form of Bwean Draft/Pay Order/Bank
Guarantee of any Indian Nationalized/Scheduled Bank

The Bank Guarantee should be valid for a minimumopeof (36+2) 38 months
extendable to cover the warranty period. In cagplger fails to deliver the items within
delivery period or provide satisfactory after sadesvice within the warranty period, the
Performance Bank Guarantee submitted by the bigddbable to be revoked and the
Vishwavidyalaya will claim the amount of Bank Guatee.

Failure to comply with this condition would rendier adjustment of Earnest Money
Deposit and furnishing for the balance amount wittfarther delay.

Performance Bank Guarantee shall be released @ftermonths on the satisfactory
completion of warranty period. No interest will Ipayable by GURU GHASIDAS
Vishwavidyalaya, Bilaspur on the Performance Banla@ntee.

16. Comprehensive Warranty & Comprehensive Annual Mintenance Contract:

Comprehensive Warranty & Comprehensive Annual Maiahce Contract shall include
free maintenance of the whole equipment supplietudting free replacement of parts.
The defects, if any shall be attended to on imntedimsis but in no case any defect
should prolong for more than 24 hours.
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Vi.

The comprehensive warranty shall be for a minimwmog of three years from the date
of installation and acceptance of the equipment BWJRU GHASIDAS
Vishwavidyalaya, Bilaspur. The bidders should qualeequipment with three years
comprehensive warranty.

The bidders should also quote for ComprehensiveuAhMaintenance Contract after
warranty for a subsequent period of two years aartguy post-payment basis.

The service coverage will be from 9:00 a.m. to 6p0®. on all days including public
holidays except national holidays.

The bidders must support the site with four on-s#sident engineers (preferably
minimum one for managing and monitoring active cormgnts, two for passive support
and one having expertise in maintaining UPS) asexbupon by the Vishwavidyalaya to
manage the services.

In case of extension of warranty, the bidder shailgd provide a bank guarantee.

17. Supply and Installation:

This is a time bound and high priority projectritist be understood that the bidder
has made the proposal after fully considering atlhsfactors, which may have any
bearing on the time schedule. The bidder will mpimed to supply, install and enable
services at all the locations within 20 weeks frtme date of handing over the
purchase order and in the order of priority as ditiby GURU GHASIDAS
Vishwavidyalaya, Bilaspur.

The bidder will provide all the documentation aedting reports of the materials and
equipments.

The bidder will have to arrange for all the testeguipment & tools required for
installation, testing & maintenance etc. at his @oast.

The bidder will have to arrange all manpower anden needed for all civil work
and electrical work needed in the proposed solutiom separate payment would be
made for these activities.

GURU GHASIDAS Vishwavidyalaya, Bilaspur will havée right to reject the
component / equipments supplied, if it does notmlyrwith the specifications at any
point of installation/inspections.

18. Liquidated Damages:

If the supplier fails to deliver any or all of tig@ods or complete the installation within
the period specified in the purchase order, GURUAGHAS Vishwavidyalaya,
Bilaspur shall without prejudice to its other renesd deduct as liquidated damage 0.5%
of the price of the delayed goods for every weegant thereof subject to a maximum of
5% of the order value. The amount towards Liquidadamage would be recovered
while making the initial payment itself.

19. Penalty Clause:
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In case of non-supply of goods after the acceptafiqeurchase order, Earnest Money
Deposit and Performance Bank Guarantee will beefied of the defaulting bidder and
the supply order shall be placed with the next eidghich has quoted the next lowest
rates at the risk and cost of the defaulting biddwer difference, if any, between the total
cost of the materials shall be chargeable to thiaulteng bidder. In case the defaulting
bidder fails to pay the differential cost, the lega&tion shall be taken against the
defaulting bidder.

20. Force Majeure:

Any delay due to Force Majeure will not be attréduie to the vendor.

Force Majeure is herein defined as any cause, whiblkyond the control of the selected
Bidder or GGV as the case may be which they cooldforesee or with a reasonable
amount of diligence could not have foreseen andchvhsubstantially affect the
performance of the Contract, such as

Natural phenomena, including but not limited tafls, droughts, earthquakes
and epidemics.

Act of any Government Authority, including but nohited to war, declared
or undeclared, quarantines, embargoes, licensimgradoor production or
distribution restrictions.

Accident and disruptions such as fires, explosidmeak-down of essential
machinery or equipments etc.

Strikes, Lockouts continuing for more than threekse

Failure or delay in the selected Bidder's sourcesopply due to Force
Majeure causes enumerated above; provided he prsddocumentary
evidence to show that there were no other altarmasiources of supply
available to him.

The cause of Force majeure condition will be takea consideration provided either
party shall within 15 days from the occurrence wérsdelay notify the other party in
writing. The selected Bidder or the GGV shall net lmble for delay in performing
his/her obligations resulting from any Force Magegause as referred to and/or defined
above.

The GGV shall verify the facts and grant such esiam as the facts justify. For
extension due to force majeure conditions, the csede Bidder shall submit his
representation with documentary evidence for seyudind decision of the GGV shall be
binding on the firm.

21. Defect liability

In case any of the supplies and equipment delivereter the contract are found to be
defective as to material and workmanship and/orimatcordance with the requirement,
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and/or do not achieve the guaranteed performanspeasfied herein, the selected Bidder
shall forthwith replace/make good such defectivpptiss at no extra cost to GGV
without prejudice to the other remedies as mayaédable to GGV under the contract.

22. Indemnity

The selected Bidder shall indemnify GGV and beldidbr any loss or damage suffered
by the GGV malfunctioning of the system as suppéiad installed by them. The selected
Bidder shall also indemnify GGV and keep indemuiiffer against any loss or damage
that GGV may sustain on account of violation ofgp&t trademarks etc. by the selected
Bidder in respect of hardware and software supplide total liability of the selected
bidder under the contract shall not exceed thé totst of the project.

23. Arbitration and Laws:

Except where otherwise provided for in the contralttquestions and disputes relating to
interpretation and application of the provisionstlod contract shall be settled mutually
within thirty (30 only) days (or such longer periag may be mutually agreed upon) from
the date that either party notifies in writing thstch dispute or disagreement exists,
under the Rules of Indian Arbitration and Concitiat Act, 1996. The venue of

Arbitration shall be Bilaspur, C.G., India. The#ration resolution shall be final and

binding upon the parties and judgment may be emttvereon, upon the application of
either party, by Bilaspur court having jurisdictionThe Indian laws shall govern this

contract.

24. Termination Clause
Either party can terminate the service agreemengibing three months notice in
advance to other party. In case, the bidder stapsice without notice, GURU
GHASIDAS Vishwavidyalaya, Bilaspur has the rightrevoke the bank guarantee in its
favour.

Place: (Signature and seal of Bidder)

Date :
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ANNEXURE-I

25. LAN SWITCH SPECIFICATIONS

25.1 TYPE — 1: CORE SWITCH [Qty: 2 nos.]

25.1.1 Performance:

Minimum 320-Gbps switching fabric.
Minimum Throughput 250 Mpps for IPv4 / 125 Mpps fBr6 or more.
Minimum Routing Entries 57000 for IPv4 / 30000 fBv6

Should support Layer 4 TCP/User Datagram ProtddbIR) hardware-based
filtering at 250 Mpps

Should support No performance penalty with advan@agr 3 and Layer 4
services enabled.

Should support Software-based learning at a sestaete of 10,000 hosts per
second

Should support minimum 55,000 unicast MAC addresses
Should support minimum 16,000 multicast MAC addesss

Should support minimum 256,000 entries in routadge (shared between unicast
and multicast)

Should be scalable up to 4,096 virtual ports (VLA®It instances)
Should support bandwidth aggregation up to 16 Gbps

Should support bandwidth aggregation up to 160 Gtwp$0 Gigabit Ethernet
through 10 Gigabit Ethernet.

Should support Hardware-based multicast management
Should support Hardware-based ACL’s

Should have at least 7 slots and after loadingtipervisor engines it should
have at least 5 usable slots.

Should have at least 1 x 48-port 10/100/1000 Mo¢RE15).

Should have at least 1 x 48-Port 1000Base-X Modw@ch Module should
populate with required number of Singlemode fibEPS5BIC.

Should have redundant 1000 Watt Power Supply SupmobData.

Should have One Supervisory Engine with CompadtF8upport of 64 and 128
MB options

Should support SDRAM -512MB DRAM upgradable to 1G&ion.
Should have FAT file system Support

Should support SPAN - Up to 8 sessions; ingresfoamdress
Should have flexibility to operate at 6 or 24 Gipes line-card slot

Should have ability to mix and match 6-Gbps andsbpgs line cards with no
performance degradation
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Should have option for 2 x 10 Gigabit Ethernet nigdi (X2 optics) for inter
chassis connectivity.

Switch should have 1 x 10GBASE-LRM Module supptirts lengths of 220m
on standard Fiber Distributed Data Interface (FDgp§de multimode fiber
(MMF).

Switch should support TwinGig Converter Moduled gr@able flexibility for up
to four Gigabit Ethernet (Small Form-Factor Pluggd®FP]) uplinks in the X2
optic slots.

25.1.2 IP Base Image Basic Layer 3 Features:

* Should support Layer 2 hardware forwarding at @#ps.
 Should support Layer 2 switch ports and VLAN ksin
 Should support IEEE 802.1Q VLAN Encapsulation

* Should support Dynamic Trunking Protocol (DTP)

* Should support VLAN Trunking Protocol (VTP) and R domains
* Should support VTP Pruning

* Should support Port Security on trunk port

* Should support Port Security on Private VLAN

* Should support Port Security on Voice VLAN

* Should support QinQ Passthrough

* Should support minimum 4096 VLANS per switch.

* Should support Per-VLAN Spanning Tree Plus (PVBard Per-VLAN Rapid
Spanning Tree (PVRST)

* Should support Spanning Tree PortFast and Pdr@-aard

* Should support Spanning Tree UplinkFast and BankBast

* Should support 802.1s

* Should support 802.1w

* Should support 802.3ad

* Should support 802.3af (PoE)

* Should support Spanning Tree Root Guard

* Should support Internet Group Management ProtdGNMP) Snooping v1, v2, and v3
* Should support IPv6 MLD Snooping v1 and v2

* Should support Port Aggregation Protocol (PAgP)

 Should support Link Aggregation Control ProtodoACP)

* Should support IGMP Querier

* Should support IGMP Fast Leave

* Should support VMPS client

* Should support Unidirectional Link Detection (UD).and aggressive UDLD
* Should support Voice VLAN and VLAN ID (VVID)
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* Should support Jumbo Frames (up to 9216 bytes)

* Should support Baby Giants (up to 1600 bytes)

* Should support traffic storm control (formallydwn as Broadcast/Multicast

Suppression)

* Should support Forced 10/100 Auto negotiation

* Should support Bridge Protocol Data Unit (BPDU)a&d

» Should support Link Layer Discovery Protocol (LRP

Layer 3 Features:

* Should support Hardware-based IP Express Formguradiuting at 250 mpps

» Should support Static Routing for IP routing pitls: Enhanced Interior Gateway

Routing Protocol (EIGRP) Stub, Routing Informat®rotocol (RIP), and RIPv2.

25.1.3 IPv6 Support in Hardware:

* Should support IPv6 Unicast and Multicast Fonirsgddone in hardware)

* Should support minimum 30000 IPv6 route entries.

* Should support IPv6 addressing architecture

* Should support IPV6:

CDP IPv6 address family

* Should support IPV6:

Express Forwarding in hamdwa

* Should support IPV6:

Extended ACL

* Should support IPV6:

ICMP Rate Limiting

* Should support IPV6:

ICMPV6

* Should support IPV6:

ICMPV6 Redirect

* Should support IPv6 over IEEE 802.1Q

* Should support IPV6:

Loopback

* Should support IPV6:

Multicast Forwarding Infortina Base (MFIB) for IPv6

* Should support IPV6:

MLDv1 and v2

* IPv6: Maximum Transmission Unit (MTU) Path Disewoy for IPv6

* Should support IPV6:

Ping

* Should support IPV6:

Router Alert Option

* Should support IPv6:

SSH over an IPv6 Transport

* Should support IPV6:

Stateless Auto configuration

* Should support IPV6:

Static routes within IPv6

* Should support IPV6:

AAA

* Should support IPV6:

Telnet

* Should support IPv6:

TFTP

* Should support IPV6:

Traceroute

* Should support IPV6:

Duplicate Address Detection

* Should support IPV6:

Standard ACL

* Should support IPV6:

Hop-by-hop option headern®m software
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* Should support IPv6: uRPF strict mode
* Should support PIMv6 (Sparse Mode)
High-Availability Features:

* Should support NSF/SSO

* Should support Full-image ISSU

* Should support NSF capable

25.1.4 QoS Features:

* Should support Sophisticated QoS and Traffic My@naent

* Should support Modular QoS CLI (MQC)

 Should support Per-port, per-VLAN QoS

 Should support Eight queues per port

* Should support Dynamic Tx Queue Sizing

* Should support Strict Priority Queuing

 Should support IP differentiated services codatg®SCP)

» Should support 802.1p: Class of service

* Should support Flexible Classification Marking

* Should support Classification and marking basedéutl Layer 3 and Layer 4 headers
* Should support Input and output policing based@yer 3 and Layer 4 headers

* Should support minimum 16,000 polices with fldgibssignment for input and output
* Should support 2-Rate, 3-Color Policing

* Should support Shaping and sharing output queareagement

 Should support DBL: Congestion-avoidance feature

* Should support Auto-QoS command-line interfackel@r VolP deployments
» Should have Table Map Support option.

25.1.5 Comprehensive Management:

» Should have Single console port and single IResidto manage all system features
*» Should support Software configuration managemnealyding local and remote storage

* Should have Optional Compact Flash memory casldre software images for backyp
and easy software upgrades

*» Should support FAT file system.

» Should support SNMP v1, v2, and v3 instrumentgtéelivering comprehensive in-
band management

* Should support CLI-based management consoleotage detailed out-of-band
management

» Should support Remote Monitoring (RMON) softwagent to support four RMON
groups (history, statistics, alarms, and eventsgfhanced traffic management,
monitoring, and analysis
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» Should have Analysis support, including ingresd,pegress port, and VLAN SPAN

Should support Layer 2 Traceroute

» Should support Smart ports macros

* Should support SPAN ACL filtering

* Should support Enhanced SNMP MIB support

* Should support Network Timing Protocol (NTP)

25.1.6 Advanced Security:

 Should support TACACS+ and RADIUS, which enal#eatcalized control of the
switch and restrict unauthorized users from altetire configuration

 Should support Standard and extended ACLs oooats

* Should support 802.1x user authentication (wih pecurity)

* Should support 802.1x with VLAN assignment, voideAN

* Should support Router ACLs (RACLSs) on all poris performance penalty)

* Should support VLAN ACLs (VACLS)

* Should support Port ACLs (PACLs)

* Should support Private VLANs (PVLANS) on accesd &unk ports

* Should support DHCP Snooping and Option 82 iisert

* Should support Port Security

* Should support Sticky Port Security on Voice VLAN

* Should support SSHv1 and v2

» Should support Unicast Port Flood Blocking

* Should support DAI

* Should support IP Source Guard

* Should support VLAN Management Policy Server (V3)Rlient

* Should support NAC Layer 2 802.1X

* Should support NAC LAN Port IP

* Should support 802.1X Inaccessible AuthenticaBypass

* Should support Voice VLAN Sticky Port Security

* Should support SCP

* Should support uRPF Strict Mode (in hardware)

25.1.7 Management:

* Should support SNMP v1, v2, and v3

* Should support RMON | and I

* Should support RFC 1213-MIB (MIB II)

* Should support UDP-MIB
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* Should support TCP-MIB

* Should support RFC 2233 (IF-MIB)

* Should support RMON-MIB lite (RFC 1757)

* Should support RMON2-MIB lite (RFC 2021)

* Should support HC-RMON-MIB

* Should support SMON-MIB

* Should support ENTITY-MIB (V1-RFC 2037) (V2-RFQ 2Z7)

* Should support BRIDGE-MIB (RFC 1493)

* Should support IGMP-MIB

* Should support PIM-MIB

* Should support ETHERLIKE-MIB

* Should support EXPRESSION-MIB

25.1.8 Industry Standards:

* Should support Ethernet: IEEE 802.3 and 10BASE-T

» Should support Fast Ethernet: IEEE 802.3u, 100BAX, and 100BASE-FX

* Should support Gigabit Ethernet: IEEE 802.3z &d2.3ab

* Should support 10 Gigabit Ethernet: IEEE 802.3ae

* Should support IEEE 802.1D Spanning Tree Protocol

 Should support IEEE 802.1w Rapid ReconfigurabbSpanning Tree

* Should support IEEE 802.1s Multiple VLAN Instasad Spanning Tree

* Should support IEEE 802.3 ad LACP

» Should support IEEE 802.1p CoS Prioritization

* Should support IEEE 802.1Q VLAN

* Should support IEEE 802.1X User Authentication

* Should support 1000BASE-X (GBIC)

 Should support 1000BASE-X (SFP)

* Should support 1000BASE-SX

* Should support 1000BASE-LX/LH

* Should support 1000BASE-ZX

* Should support RMON | and Il standards
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25.2 TYPE - 2: DISTRIBUTION SWITCH [24 x 10/100/1000 Mbps RJ45 Ports + 4 x 1000
Mbps Singlemode Fiber Uplink Ports/SlotDty: 1 no.

25.2.1 Performance:

Minimum 32 Gbps switching fabric.

Should support 38.7 Mpps at Layer 2 and Layer 3

Configurable up to 12,000 MAC addresses

Configurable up to 11,000 icast route

Configurable up to 1000 IGMP groups and multicastes

Configurable maximum transmission unit (MTU) of ap 9018 bytes
(Jumbo frames)

Should support bridging on Gigabit Ethernet poatsd up to 1546 bytes
for bridging of Multiprotocol Label Switching (MPDSagged frames.
0 Should support MTBF not be less than 173,500 hours.

25.2.2 Connectors:

o|0O|O|O|O O

@]

0 1000BASE-T ports: RJ-45 connectors, two-pair Catg&o6 UTP cabling

0 1000BASE-SX, -LX/LH, -ZX, and CWDM SFP-based poti€ fiber connectors
(single/multimode fiber)

0o Management console port: RJ-45-to-DB-9 cable forcB@hections; for termina
connections, F-45-to-DB-25 female dattermina-equipment (DTE)

0 Should support Fast Ethernet and Gigabit Ethermatectivity.

o Should have forty-eight 10/100/1000 Base-T ports @l Small Form-Factor
Pluggable ports for uplinks (single / multi modieefr) with required number of
SFP/GBIC

25.2.3 Management:

o Should support IEEE 802.3af Power over Ethernet.
0 Should support Automatic QoS (AutoQoS) and enalgeess queue
configuration.

o Should support Auto-negotiating on all ports autbcadly selects half- or
full-duplex transmission mode to optimize bandwidth

0 Should support Dynamic trunk configuration acrdsswitch ports

o Should support Port Aggregation Protocol for autbenareation Link
Aggregation Channel groups or Gigabit EtherCharmgrelups to link to
another switch, router, or server.

o Should support Link Aggregation Control ProtocolAQCP) allows the
creation of Ethernet channeling with devices thanferm to IEEE
802.3ad

0 Should support DHCP Server.

0 Should support DHCP Relay allows a DHCP relay agenbroadcast
DHCP requests to the network DHCP server.

0 Should IEEE 802.:-compliant 1000BAS-SX, 1000BASELX/LH,
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1000BASE-ZX, 1000BASE-T, and coarse wavelengthsiivi (CWDM)
physical interface support through a field-repléddea SFP module
provides unprecedented flexibility in switch deptognt.

17

Default configuration should store in Flash memtwyensure that the
switch can be quickly connected to the network ead pass traffic with
minimal user interventio

Should support Auto-media-dependent interface eowss (MDIX) to
automatically adjust transmit and receive ps

25.2.4 Availability and Scalability:

(0]

Should support Uplink Fast and Backbone Fast tdolgies to help ensure quig
failover recovery, enhancing overall network stiéypend reliability.

(0]

Should support IEEE 802.1w Rapid Spanning-Treedeadt(RSTP) to provide

rapid spanning-tree convergence independent ofnépgutree timers and th
benefit of distributed processing.

Should support Per VLAN Rapid Spanning Tree tovall@pid spanning-trege

reconvergence on a per-VLAN spanning-tree basighomnt requiring the
implementation of spannirtree instance

Should support Router Redundancy Protocol to cremtendant, fail-safe routin
topologies

Should support unidirectional links should be detécand disabled to avo
problems such as spanning-tree loops due to phyaier errors. This is furthe
to Auto-negotiation.

Should support Switch port auto-recovery & shouldoenatically be able to re

enable a link that is disabled because of a netenrk.

Should support for external redundant Power su

@]

Should support for equal cost routing to providedidalancing and redundancy.

Should support bandwidth aggregation up to 4/8 Gihpsugh Gigabit Link
Aggregation technology and up to 800 Mbps througistFEthernet Link
Aggregation technology to enhance fault tolerancel affer higher-spee
aggregated bandwidth between switches and to watet individual servel

25.2.5 High-performance IP routing:

(0]

Should support for Express Forwarding hardwareimguarchitecture to delive
extremely high-performance IP routing.

(0]

Should support Basic IP unicast routing protocsistic, RIPvl, and RIPvZ
support for small-network routing applications.

k

=

j®N

Should support Advanced IP unicast routing pro®c@SPF, and Borde

Gateway Protocol Version 4 [BGPv4]) support for dodalancing ang
constructing scalable LAN:

Should support Policy-Based Routing to allow sugecontrol by enabling flow
redirection regardless of tirouting protocol configure

Should support Inter-VLAN IP routing to provide fdull Layer 3 routing
between two or more VLANS.

Should support Protocol Independent Multicast (PRst) IP Multicast routing

support, including PIM sparse mode (PIM-SM), PIMisie mode (PIM-DM), an

| =5
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PIM sparse-dense mode.

o Should support Distance Vector Multicast RoutingtBecol (DVMRP) tunneling
to inter-connect two multicast-enabled networkasmon-multicast networks.

o Should support Fallback bridging support to forwaoh-IP traffic between twop
or more VLANSs.

0 Should support IPVI

25.2.6 Bandwidth optimization Features:

(0]

Should support Per-port broadcast, multicast, anclst storm control support to
prevent faulty end stations from degrading ovesgdtems performance.

(0]

Should support Web Cache Communication Protocgbsugo allow interactiorn
with a Web cache for the purpose of redirectingteotrequests and performing
basic load balancing across multiple caches.

Should support IEEE 802.1d Spanning-Tree Protocolrédundant backbone
connections and loop-free networks simplifies nekwva@onfiguration and
improves fault tolerance.

Should support PVST+ to allow for Layer 2 load shgwon redundant links tp
efficiently utilize the extra capacity inherentarredundant design.

Should support IEEE 802.1s Multiple Spanning Tregtdtol (MSTP) to allow a
spanning-tree instance per VLAN, enabling Layewo&dl sharing on redundant
links.

Should support Equal cost routing for load balag@nd redundancy.

Should support VLAN Trunking Protocol (VTP).

—h

Should support IGMPv3 snooping provides fast cligoins and leaves @
multicast streams and limits bandwidth-intensivelea traffic to only the
requestors.

Should support IGMP filtering provides multicasttantication by filtering out
nonsubscribers and limits the number of concurreanlticast streams available
per port

Should support Multicast VLAN registration (MVR) mtinuously sends
multicast streams in a multicast VLAN while isofaji the streams from
subscriber VLANSs for bandwidth and security reasons

25.2.7 QoS and Control:

0 Should support 802.1p CoS and DSCP field classifica using marking and
reclassification on a per-packet basis by sourdedastination IP address, source
and destination MAC address, or Layer 4 TCP/UDR pomber.

o Should support four egress queues per port to erdifierentiated management
of up to four traffic types across the stack.

0 Should support Shaped Round Robin (SRR) schedutingnsure differential
prioritization of packet flows by intelligently secing the ingress and egress
queues.

0 Should support Weighted tail drop (WTD) to provitngestion avoidance at the
ingress and egress queues before a disruptionsoccur

o Should support for Strict priority queuing guar@&sethat the highest-priority
packets are serviced ahead of all other traffic.
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(0]

Should support for Rate limiting based on sourcd dastination IP addres
source and destination MAC address, Layer 4 TCP/UMd&mation, or any
combination of these fields, using QoS ACLs (IP AGir MAC ACLs), class
maps, and policy mayg

Should support Up to 64 aggregate or individualiges per Fast Ethernet or

Gigabit Ethernet poi

25.2.8 Security:

(0]

Should support IEEE 802.1x to allow dynamic, paséd security, providing

user authentication.

(0]

Should support IEEE 802.1x with VLAN assignment soip to allow a dynami¢

VLAN assignment for a specific user regardless bére the user is connected.

Should support for IEEE 802.1x with voice VLAN teenmit an IP phone tp
access the voice VLAN irrespective of the autharine unauthorized state of the

port.

Should support for IEEE 802.1x and port securig/@novided to authenticate the

port and manage network access for all MAC addseseeluding those of th
client.

Should support for IEEE 802.1x with an ACL assigninellows for specifig
identity-based security policies regardless of where theigss®nnecte:

Should support for IEEE 802.1x with Guest VLAN &i® guests without 802.1
clients to hawdimited network access on the guest VL/

Should support for security VLAN ACLs (VACLs) onlaVLANs prevent
unauthorized data flows from being bridged withinANs.

Should support for standard and extended IP sgcuwiiter ACLs (RACLS)
define security policies on routed interfaces fonteol-plane and data-plan
traffic.

Should support for Port-based ACLs (PACLs) for Laye interfaces allow
security policies to be applied on individual s\Wifgorts.

Should support for Unicast MAC filtering prevenite tforwarding of any type @
packet with a matching MAC addre

Should support for Unknown unicast and multicastt gidocking allows tight
control by filtering packets that the switch hast mdready learned how f{
forward.

Should support for SSHv2, Kerberos, and SNMPV3 idewetwork security b
encrypting administrator traffic during Telnet aBNMP sessions.

Should support for Private VLAN Edge to providels#y and isolation betwee
switch ports, helping ensure that users cannotgonoather users’ traffic.

Should support for Bidirectional data on the SweighPort Analyze

Should support TACACS+ and RADIUS authenticationalda centralizeg
control of the switch and restrict unauthorized reisérom altering the
configuration.

Should support for MAC address notification allosgsninistrators to be notifie
of users added to or removed from the network.

[4%

e

—h

Should support for DHCP Interface Tracker tracksergha user is physical
connected on a network by providing both switch pod 1D to a DHCP server.

Should support for Trusted Boundary provides thityplo trust the QoS priority

settings if an IP phone is present and to disdigdrust setting if the IP phone

is
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removed, thereby preventing a malicious user frovermding prioritization
policies in the networ

o Should support multilevel security on console asgegvents unauthorized users
from altering the switch configuratic

o Should support for the user-selectable addressitearmode to simplify
configuration and enhanceecurity.

0 Should support for BPDU Guard and shuts down Sparhiee Protocol

PortFast-enabled interfaces when BPDUs are receteedavoid accidental

topology loops.

Should support for Spanni-Tree Root Guard (STRG

o Should support for IGMP filtering for multicast &ettication by filtering out
nonsubscribers and limits the number of concurmealticast streams available
per port.

0 Should support for Dynamic VLAN assignment throughplementation of

VLAN Membership Policy Server client functions taopide flexibility in

assigning ports to VLANSs.

Should support Dynamic VLAN to enable fast assigninod IP addresse

o Should support Software security wizards ease tbplogment of security
features for restricting user access to a servaredlsas to a portion or the entire
network.

0 Should support minimum one thousand access cogrttdes

0 Should support Network Admission Control.

@]

@]
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25.3 TYPE -

3: ACCESS / EDGE SWITCH48 x 10/100/1000 Mbps RJ45 Ports + 4 x 1000

Mbps Single mode Fiber Uplink Ports/Slot<Dty: 13 nos.

25.3.1Performance:

=

0 Should have switching fabric of at least 32 Gbps.

0 Should be Configurable up to 8000 MAC addresses.

0 Should be Configurable up to 255 IGMP gro!

0 Should be up to Configurable maximum transmission (MTU) of up to 9000
bytes, with a maximum Ethernet frame size of 90¥&® (Jumbo frames) fq
bridging on Gigabit Ethernet ports, and up to 198@es for bridging
of Multiprotocol Label Switching (MPLS) tagged fras on both 10/100 and
10/100/1000 ports.

0 Shoud support a forwarding rate of 39.0 Mg

0 Should have 48 Ethernet 10/100/1000 ports and 4-plirpose uplinks (each
dual-purpose uplink port has one 10/100/1000 E#teport and 1 SFP-based
Gigabit Ethernet port, 1 port active) with requirednber of SFP/GBIC.

25.3.20ther Features:

0 Should be able to support Dynamic Trunking Proto&art Aggregatior
Protocol and Link Aggregation Control Protocol.

0 Should be able to support port fast, uplink fast backbone fast featur

0 Should be able to suprt PVRST+ and UDLD feature

0 Should be able to support Per-port broadcast, caskj and unicast storm
control prevents faulty end stations from degradiovgrall systems
performance.

0 Should be able to support Egress committed ratdRjEfliarantee which
provides load balancing and redundancy.

o0 Should be able to support SRR scheduling which ressdifferential
prioritization of packet flows by intelligently secing the ingress and
egress queus

0 Should be able to support weighted tail drop (WTich provides
congestion avoidance at the ingress and egresesimiore a disruption
occurs.

o0 Should be able to support Strict priority queuingah guarantees that the
highest-priority packets are serviced ahead aftakr traffic.

0 Should be able to support IEEE 802.1x which allasamic, port-based
security, providing user authentication.

0 Should be able to support Service Assurance Ag&AAf which support
facilitates servic-level management throughout the L/

0 Should be able to support Network Admission Control

0 Should support the following standards:

o |EEE 802.1s

o |EEE 802.1w

o |EEE 802.1x

o IEEE 802.3ad

0 |IEEE 802.3ah (100BASE-X single/multimode fiber gnly
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IEEE 802.3x full duplex on 10BASE-T, 100BASE-TX, can
1000BASE-T ports

IEEE 802.1D Spanning Tree Protocol
IEEE 802.1p CoS Prioritizatic

IEEE 802.1Q VLAN

IEEE 802.3 10BASE-T specification
IEEE 802.3u 100BASE-TX specification
IEEE 802.3ab 1000BASE-T specification
IEEE 802.3z 1000BAS-X specificatiol

@]

o|0o|O|O|O|O|O
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25.4 TYPE — 4: ACCESS / EDGE SWITCH24 x 10/100/1000 Mbps RJ45 Ports + 4 x 1000
Mbps Singlemode Fiber Uplink Ports/SlotDty: 3 nos.

25.4.1Performance:

Should have switching fabric of at least 32 Gbps.

Should be Configurable up to 8000 MAC addre

Should be Configurable up to 255 IGMP groups

Oo|O |0 (O

Should be configurable maximum transmission unif (Y of up to 9000
bytes, with a maximum Ethernet frame size of 90{i@$H (Jumbo frames)
for bridging on Gigabit Ethernet ports, and up 898 bytes for bridging
of Multiprotocol Label Switching (MPLS) tagged frashon both 10/10
and 10/100/1000 ports.

(&)

@]

Should support a forwarding rate of 35.7 M|

Should have 24 Ethernet 10/100/1000 ports and 4-plupose uplinks
(each dual-purpose uplink port has one 10/100/1B®@rnet port and
SFP-based Gigabit Ethernet port, 1 port activeh wéiquired number Q
SFP/GBIC

—

25.4.2 Other Features:

(0]

Should be able to support Dynamic Trunking ProtoBolrt Aggregation Protocg
and Link Aggregation Control Protoc

Should be able to support port fast, uplink fast backbone fast features.

@]

Should be able to support PVRST+ and UDLD feat

Should be able to support Per-port broadcast, caslj and unicast storm cont
prevents faulty end stations from degrading ovesydtems performance.

D

ol

Should be able to support Egress committed rat&jEDarantee which providé
load balancing and redundancy.

S

Should be able to support SRR scheduling which ressudifferential
prioritization of packet flows by intelligently secing the ingress and egre
queues.

Should be able to support weighted tail drop (WTihjch provides congestio
avoidance at the ingress and egress queues befription occurs.

>

Should be able to support Strict priority queuingieth guarantees that th
highest-priority packets are serviced ahead aftakr traffic.

e

Should be able to support IEEE 802.1x which allodygamic, port-base
security, providing user authentication.

Should be able to support Service Assurance Ag&AAJ which support
facilitates service-level management throughoutthi.

Should be able to support Network Admission Cor

Should support the following standards:

IEEE 802.1s

IEEE 802.1w

IEEE 802.1x

IEEE 802.3ad

IEEE 802.3ah (100BASE-X single/multimode fiber gnly

Oo|0O|O|O|O|O

IEEE 802.3x full wplex on 10BAS-T, 100BASE-TX, and 1000BASFT
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ports

IEEE 802.1D Spanning Tree Protc

IEEE 802.1p CoS Prioritization

IEEE 802.1Q VLAN

IEEE 802.3 10BASE-T specification

IEEE 802.3u 100BASE-TX specification

IEEE 802.3ab 1000BAS-T specificatiol

o|l0O0O|0O|lO|O|O

IEEE 802.3z 1000BASE-X specification
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25.5 TYPE — 5: ACCESS / EDGE SWITCH48 x 10/100/1000 Mbps RJ45 Ports + 4 x 1000
Mbps Copper Uplink RJ45 Ports/SlotsPty: 11 nos.

25.5.1 Performance:

Should have switching fabric of at least 32 Gbps.

Should be Corigurable up to 8000 MAC address

Should be Configurable up to 255 IGMP groups.

Oo|O0O |0 (O

Should be up to Configurable maximum transmissioi (MTU) of up to 9000
bytes, with a maximum Ethernet frame size of 90¥&% (Jumbo frames) fq
bridging on Gigabit Ethernet ports, and up to 198f%es for bridging
of Multiprotocol Label Switching (MPLS) tagged fras on both 10/100 an
10/100/1000 ports.

Should support a forwarding rate of 39 My

Should have 48 Ethernet 10/100/1000 ports and 4-mupose uplinks (eac
dual-purpose uplink port has one 10/100/1000 E#teport and 1 SFP-bast
Gigabit Ethernet port, 1 port active) with requirednber of SFP/GBIC.

25.5.2 Other Features:

(0]

Should be able to support Dynamic Trunking ProtpPokt Aggregation Protoc
and Link Aggregation Control Protocol.

Should be able to support port fast, uplink fast backbone fast featur

@]

Should be able to support PYRST+ and UDLD features.

Should be able to support Per-port broadcast, caslii and unicast storm cont
prevents faulty end stations from degrading ovesydtems performance.

Should be able to support Egress committed ratdrfjEfDarantee which provide
load balancing and redundancy.

Should be able to support SRR scheduling whichresstifferential prioritization
of packet flows by intelligently servicing the imgs and egress quel

Should be able to support weighted tail drop (WTabjch provides congestio
avoidance at the ingress and egress queues bafription occur:

-

d

—d

ol

S

>

Should be able to support Strict priority queuindiialn guarantees that t
highes-priority packets are serviced ahead of all othefit.

ne

Should be able to support IEEE 802.1x which alloswgramic, port-base
security, providing user authenticati

Should be able to support Service Assurance Ag&MAJ which support
facilitates servic-level management throughout the L/

0 Should be able to support Network Admission Control
0 Should support the following standards:
o |EEE 802.1s
o |EEE 802.1w
o |EEE 802.1x
o IEEE 802.3ad
0o |IEEE 802.3ah (100BAS-X single/multimode fiber only
o |EEE 802.3x full duplex on 10BASE-T, 100BASE-TX,cahf000BASE-T]

ports

o |IEEE 802.1D Spanning Tree Protocol
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IEEE 802.1p CoS Perioritization

IEEE 802.1Q VLAN

IEEE 802.3 10BASE-T specification

IEEE 802.3u 100BASE-TX specification

IEEE 802.3ab 1000BASE-T specification

Oo|O0O|O|O|O|O

IEEE 802.3z 1000BASE-X specification
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26. Specifications of Internet Router [Qty:1 No.] -ANNEXURE-I - Contd.

26.1Router Architecture requirements:

0

The architecture should be based on high speed CPU.

Should support Integrated Hardware based encryption

Should be a multi-service capable router.

0
0]
(0]

The router should have provision for hardware basenpression engine Qy
providing an internal slot on the mother-board.

@]

4]

The Router should be a Single Box configuration anwtlular, so that th
purchaser has the flexibility to use the appropriatoice of interfaces as
and when required.

Router should be capable of supporting VPN withndsad use
identification and authentication mechanisms (bydilmgl appropriate
hardware/software)

0

Router should have 2 port serial WAN interface caitth necessary cables.

26.2High Availability Requirements:

0

Support for Hot Standby Router Redundancy Protocol.

(0]

The software on the router must have online softwaconfiguration tg
ensure that changes made to a router configurdide place with
immediate effec

It must be possible to fast boot the router to emghat for software
upgrades can be done with minimum network downt

High Mean Time between Failure values should bélahla to ensure long
life of router hardware.

The router should be capable of booting from a temmde, where the
router image is present.

26.3 Miscellaneous Hardware Requirements:

(0]

Should have 4 WICs and 1 Network Module supportie&sion-voice-
module (EVM) slot.

0

Should have modular slots for voice and data iaterfcard:

(0]

1%

The router should have adequate flash memory torerstorage of multipl
router software images. The router software mugpsrt the flash file
system to easily store and load multiple imagesoAhe support to save
configuration File to the Flash Mema

Minimum of 64MB Flash upgradeable to 256MB.

Router must have minimum of 256 MB of DRAM expaniéato 1GB to
store router configuration. Sufficient RAM must beailable for propef
router operatiol

Extensive debugging capabilities to assist in haréwroblem resolutio

Should be able to support Network Modules like IM®dule, WAAS
Module in the NM slo

26.4Interface Modules support

The Network interface modules should have a corapitge of LAN & WAN interface
as indicated below:

U7

| LAN Interface:- | 2 x10/100/1000 BaseTX interfacespar IEEE 802.3u. |
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All Fast Ethernet interfaces should support full pléx
capabilities.

Module:-

VPN Encryption Router should have embedded VPN acceleration haedfva

option for additional Hardware VPN encryption Moelul

Flex- Ports:-

All the Serial Ports should be Fleoxrfigured for RS-232/V.35
interfaces.

Voice Interfaces:- The Router should be also capabsupporting Voice

interfaces.

Digital Voice Modules (E1)

Optionally the Router should be able to supportldgd/oice
interface modules like FXS, FXO, E&NM

ISDN interfaces:- The Router should be able to supi$DN BRI interface.

The Router should also have support fo-PRI interfac:

26.5 Performance Requirements:

0

The router should have a minimum of 170 kpps thinpud

(0]

A fully loaded chassis must have less than 80% Q@Rlization with the
above expanded configuion.

26.6 Router Software Features

(0]

Should support the standard routing protocols witiio QOS for Voice &
Video Applications.

(0]

To support (when required by an software upgradepec 3DES
Encryption; the IPSec implementation should be IEdmpliant

(0]

To support (when required by an software upgradé&usion Detectior
Functionality.

26.7 Router Functional Requirements:

0

Should support Conte—Based Access Conti

Should support Virtual Private Network Capability

Should support Quality of Service Policy Managen@apability

O |0 |O

Should support Class of Service, Prioritization)id3obased Routing and
Low Latency Queuing

Should currently support Network address trangh

Should support Voice over IP, VoFR

Support for Aut-Qo<

O |0 |0 (O

Should support CRTP to compress voice (RTP) streams

26.8 Other General Specifications:

Software Specifications:

IP Routing Protocols:

RIP

OSPF

OSPF Over Demand Circu

IGRP

EIGRF
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Support for Multi Exit Discriminators and should begradable to use BGH

Policy Routing

Network Address Translation (NAT) should be avddain the delivered configuration.

WAN Protocols:

PPF

Multilink PPP

X.25

Frame Relay

Compression-Payload and TCP/IP Header

Proper Congestion Management should be taken gaedirhinating Network congestio
and attempting to toss non-routing packets instefatbuting packets when the link |is
overloaded.

>

26.9 Multlcastlng and QoS:

Resource Reservation Protocol (RS)

Support for Auto-QoS

Support for WFQ, CAR and IP Precedence

It should be possible to recognize a wide varidétggplications, including web-
based and other difficult-to-classify protocolstthtilize dynamic TCP/User
Datagram Ports (UDP) port assignments. When ancapiph is recognized and
classified, a network should be able to invokeises/for that specific application

Internet Group Management Protocol (IGMF

Multicast Routing support such as DVMRP, Protocaldpendent Multicast (PIM),
or MOSPF.

26.10 Bandwidth Optimization:
- Dial-Backup

Dial-on-Deman

Bandwidth on Demar

Data Compressic

Inactivity timeouts

26.11 Accounting:

Network Time Protocol.

Packet & Byte Counts.

Start Time Stamp & End Time Stamr

Input & Output interface pori

Type of service, TCP Flags & Proto«

Source & Destination IP addresses.

Source & Destination TCP/UDP Addresses.

26.12 Security:

Support for Standard Access Lists and Extended $scLests to provide
supervision and control.

Support for Firewalling and IDS (by a software uguig)

Controlled {NMP Access
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Control SNMP access through the use of SNMP withB\MiDthenticatiol

Implement Access Lists on the router to ensure Sikiess only to the SNMP
manager or the NMS workstation.

Optional VPN Acceleration Modul

Optional Intrusion preventic System Module

IPSec, DES, 3DES and AES Support.

It should be possible to integrate with /- Virus software for antivirus defen:

Multiple Privilege Levels

Support for Remote Authentication C-In User Service (RADIUS) and AA.

MD5 Route Authetication.

PPP PAP & CHAP support.

26.13 Other required features:
- Ethernet Interface of the Router should supportB02

Support for additional Ethernet Interface ¢

To support IPSec, GRE and L2TP and

To support DHCP Server functiona

Support for different voice codecs as G.711, G.12929a and G.723.
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27. Specifications of Network Management System [@t1 no.] ANNEXURE-I - Contd.

27.1 Installation Requirements:

The Network Management System Hardware Platformighgupport:

0 1 CPUwith 2 GB RAM and 4 GB swap space on Wind

Intel processors

Intel Xeon processor (Dual Co

Intel Core Duo processor T2600 - T2300

Intel Pentium processor Extreme Edition 965 (Duale€}

Intel Pentium D processor 960 (Dual Core)

Intel Pentium 4 processor with Hyper-Threading Tedbgy

Quad Core Intel Xec

Intel Itanium Processor

Intel-VT processors (VMWare Optimized hardwz

AMD processors

Dual-Core AMD Opteron Processor

AMD Opteron Processor

AMD Athlon 64 FX Processor

AMD Athlon 64 X2 Dual-Core

AMD -V

1 CPU with 2 GB RAM and 4 GB swap space on Sof

1 CPU with 4 GB RAM and 8 GB swap space on SolHis

UltraSPARC llI

UltraSPARC Illi processt

UltraSPARC IV processor

UltraSPARC IV+ process

UltraSPARC T1 processor

UltraSPARCT?2 process(

UltraSPARC T2+ processor

o|o|ojojlOoj0O|0O|0O|O|O|O|O|OjO|O|O|O|O|O|O|O|O|O|O|O

SPARC64 VI processor

The Network Management System Software Platfornulshsupport:
- Windows

Windows Server 2003 Standard Edi

Windows Server 2003 Enterprise Edi

Windows Server 2003 R2 Standard Edi

Windows Server 2003 R2 Enterprise Edition

Windows Server 2003 Standard Edition with ServiaekPL and 2

Windows Server 2003 Enterprise Edition with Ser Pacl1 and .

Windows Server 2003 R2 Standard Edition with Se& Pacl 1 and :

Windows Serve 2003 R2 Enterprise Edition with ServPaclt1 and .

Windows 2008 Server Standard and Enterprise Edwith Service Pack 1

Both 3Zbit and 6-bit operating systems are supported on the abagows

Virtualization Systems:

o VMware ESX server 3.0.1
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o VMware ESX Server 3.5.0

o VMware ESXi 3.5 Update

0 Hyper V Virtualization

Solaris Platform:

o Solaris9

o Solaris 1l

27.2Browser Support:

o0 Internet Explorer 6.0. Service Pack 2-Windows SeP@3, Windows XH
with Service Pac

o Internet Explorer 7.0 (Supports Internet ExploreeroWindows Vista
Windows XP with Service Pack 2, and Windows 2|

o0 Firefox 3.X for Windows and Solaris

0 Firefox 2.X for Solaris 9 only

27.3Software Requirements:

The Network Management System should provide -

Robust lifecycle management functionality for cgofing, managing and
monitoring device:

L4

Provide functionality to discover network devicesidacalculate Layer !
relationships to provide views of the network by MTdomain, VTP domain,
LAN edge view, and a geral Layer 2 view

U

Provide graphical displays/maps of the network kogy and indicate SNMF
status of the devices in the network.

Provide tools for performing path analysis for Laye and Layer 3 devices
(server, devices, IP phones) using the device'srtayse or IP address.

Provide tools for creating, deleting, and editingANs.

Provide ATM tools for displaying VCs and for coniiing SPVCs/SPVF

Provide functionality to correlate MAC address dRcdaddress to switch port, user
location & phone tracking.

Support for Inventory Management- Inventory managetnis a time consuming
effort, especially if the job has to be performedavery single device separate
Detailed hardware and software characteristicsdirices must be stored apd
analysecfor better manageme

=

Provide a full suite of configuration and changenagement capabilities fg
keeping network devices up and running, which idetu

0 The system must manage and deploy configurationggsg to multiple
network devices

o Allows configuration changes to be performed agamsitiple switches or
routers in the network; changes can be downloachedediately or run a
scheduled operations

|72

0 Monitors and reports on hardware, configuratiom gwentory changes

o Provides a comprehensive audit of network changeported
chronologically

Provide capabilities for software updates to befguered against multiplg
network devices in the network. Provides softwapgaie analysis reports

A1
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showing prerequisites and impacts of proposed egdat

Pro-active & real-time monitoring and tracking oéykinformation and data
relating to device performance, traffic, and emmim@nt, with metrics such as
utilization percentage, frames transmitted andivede errors, and a variety of

other devic-specific irdicator:

Provide real-time, detailed fault analysis withptriorwarding, trap generatio
and email notifications capabilities.

Collect RMON/RMON2 statistics from LAN switches aprbbe:

Provide capabilities for packet capture and prdtaocalysis

Provide LAN troubleshooting capabilities at thewmtk and application packe

levels (display single or multi-segment, real-tiperformance information at th
data link, network and application layers with ititee drill downs)

Web interface for all applications which can bedudé®m any browser in th
network with the appropriate user authentication

Provide troubleshooting and diagnostics tools iditlg Ping, Trace Routé
Connections, Statistics, and Hostname/Address Lookwhich simplifies
troublethooting, and diagnosis of network connectivity peots

=}

ot
e

27.4 Standards support requirements:

Network management services should be provided gustandards base
protocols like SNMP & SNMP V2.

d

27.5 Performance Requirements:

A single installation ofhe NMS must support up to 300 networking dev
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28. Specifications of Wireless Controller [Qty: 1 n.] - ANNEXURE-I - Contd.

28.1 Access Point Control:

Should be able to control minimum at-least 100 AR &me.

28.2 Ethernet Ports:

Should have at-least 2 10/100/1000 ports for AcBessts Management.

28.3 Wireless:

Should support the following Wireless StandardsEHE 802.11a, 802.11f
802.11g, 802.11n

28.4 Wired/Switching/Routing

Should support IEEE 802.3 10BASE-T, IEEE 802.3uBABE-TX specification,
IEEE 802.1Q VLAN tagging, and IEEE 802.1D Spanrilmge Protoco

28.5 Data Request for Comments (RFC):

Should support RFC 768 UDP

Should support RFC 791 IP

Should support RFC 792 ICA

Should support RFC 793 TCP

Should support RF826 ARF

Should support RFC 1122 Requirements for Interruest$d

Should support RFC 1519 CIDR

Should support RFC 1542 BOOTP

Should support RFC 2131 DHCP

28.6 Security Standards:

Should support WPA

Should support IEEE 802.11i (WPA2, R¢

Should support RFC 1321 MD5 Message-Digest Algorith

Should support RFC 1851 The ESP Triple DES Trany

Should support RFC 2104 HMAC: Keyed Hashing for e Authentication

Should support RFC 2246 TLS Protocol Versior

Should support RFC 2401 Security Architecture fer internet Protocol

Should support RFC 2403 HMAC-MD5-96 within ESP aid

Should support RFC 2404 HM/-SHA-1-96 within ESP and A

Should support RFC 2405 ESP DES-CBC Cipher Algoritiith Explicit IV

Should support RFC 2406 IP:

Should support RFC 2407 Interpretation for ISAKMP

Should support RFC 2408 ISAKN

Should support RFC 24009 It

Should support RFC 2451 ESP CBC-Mode Cipher Alborg

Should support RFC 3280 Internet X.509 PKI Cedwificand CRL Profi

Should support RFC 3602 The AES-CBC Cipher Algonitand Its Use with
IPse(

N

Should support RFC 3686 Using AES Counter Mode ViAdec ESP
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28.7 Hardware should support following Encryption mechanism:

WEP and TKI-MIC: RC4 40, 104 and 128 bits (both static and etidey)

SSL and TLS: RC4 128-bit and RSA 1024- and 2048-bit

AES: CCM, CCMP

IPSec: DES-CBC, 3DES, AES-CBC

28.8 Authentication, Authorization, and Accounting(AAA):

Should support IEEE 802.1X

Should support RFC 2548 Microsoft Ven-Specific RADIUS Attribues

Should support RFC 2716 PPP EAP-TLS

Should support RFC 2865 RADIUS Authentication

Should support RFC 2866 RADIUS Accounting

Should support RFC 2867 RADIUS Tunnel Accounting

Should support RFC 2869 RADIUS Extensi

Should support RFC 3576 Dynamic Authorization Egtens to RADIUS

Should support RFC 3579 RADIUS Support for E

Should support RFC 3580 IEEE 802.1X RADIUS Guidsdin

Should support RFC 3748 Extensible Authenticatiootdeol

Should support We-based authenticatic

28.9 Hardware should support following Management rachanism:

SNMP v1, v2c¢, v

RFC 854 Telnet

RFC 1155 Management Information for TCP/IP-Basedrirets

RFC 1156 MIE

RFC 1157 SNMP

RFC 1213 SNMP MIB |

RFC 1350 TFTP

RFC 1643 Ethernet Ml

RFC 2030 SNT

RFC 2616 HTTP

RFC 2665 Ethern-Like Interface types Ml

RFC 2674 Definitions of Managed Objects for Bridgesh Traffic Classes,
Multicast

28.10 Hardware should support following Filtering and Virtual LAN Extensions:

RFC 2819 RMON MIE

RFC 2863 Interfaces Group MIB

RFC 3164 Syslog

RFC 3414 User-Based Security Model (USM) for SNMPv3

RFC 3418 MIB for SNMP

RFC 3636 Definitions of Managed Obijects for IEER 8OMAUs

28.11 Management Interfaces:

Should support Web-based: HTTP/HTTPS

Should support Comnnd-line interface: Telnet, SSH, serial p

28.12 Interfaces and Indicators:

Should support Uplink: 2 1000B&X transceiver slo
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Should support LED indicators: link, activity

Should support Service Port: 10/100 Mbps EtherRd#%

Should support LED indicators: link, activity

Should support Utility Port: 10/100/1000 Mbps Etiedr(RJ45)

Should support LED indicators: link, activity

Should support Expansion Slots: 1

Should support Console Port: RS232 -9 male, DTE interfact

Should support Other Indicators: Status, Alarm, &o8upply 1, Power Supply 2

28.13 Environmental:

28.13.1 Temperature:-

Operating: 32 to 104°F (0 to 40°C)

Storage-13 to 158°F-25 to 70°C

28.13.2 Humidity:-

Operating humidity: 10 95%, non-condensing

Storage humidity: up to 95%

Input power: 100 240 VAC; 50/60 Hz; 0.43 A at 118¢, 0.23 A at 220
VAC; 50W.

28.14 Hardware should support following RegulatoryCompliance:

CE Mark

Safety:

UL 60950-1:2003

EN 60950:2000

EMI and susceptibility (Class A):

U.S.: FCC Part 15.107 and 15.:

Canada: ICES-003

Japan: VCC

Europe: EN 55022, EN 55024
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29. Specifications of Wireless Access Points [Qt20 nos.] - ANNEXURE-I - Contd.

29.1 General Requirements:

0 Should support Data Rates of up to 300 Mbps pelicdR&)0 Mbps per Access
Point.

0 Should have MIMO technology, with its multiple amt&s and advanced signal
processing, improves coverage, reduces dead sputsaugments overall cliept
throughput. Require enhanced reliability and thigug to provide a better
overall end-user experience for users relying @wtireless network for business
functions.

o Should have engineered to support the power, tHeldissipation, and memory,
CPU, and Gigabit Ethernet transmission requiremeft802.11n and futurg
wireless technologies.

o Should have investment protection through fieldraggable radios to avoiding
the expense of installing a new access point.

o0 Should have 2.4-GHz and 5-GHz Radio Modules

Hardware should support following Security standards:

29.2 Authentication

WPA

WPA2 (802.11i)

TKIP

message integrity check (MIC)

IEEE 802.11 WEP keys of 40 bits and 128 bits

802.1X EAP types:

EAP-Flexible Authentication via Secure TunnelindA\fEFAST)

Protected EAP-Generic Token Card (PEAP-GTC)

PEAP-Microsoft Challenge Authentication Protocor&ien 2 (PEAP-MSCHAP)

EAP-Transport Layer Security (EAP-TLS)

EAP-Tunneled TLS (EAP-TTLS)

EAP-Subscriber Identity Module (EAP-SIM)

LEAP

29.3 Encryption:
- AES-CCMP encryption (WPA2)

TKIP (WPA)

TKIP

WPA TKIP

IEEE 802.11 WEP keys of 40 bits and 128 bits

29.4 Other features:

o Should provide lower potential interference to heigring access points, to
simplify deployment and reduces co-channel interfee for fewer transmissian
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errors and greater throughput. Should support 4G Nlrhnnels introduced in the
802.11n draft 2.0 standard.

o Should have metal case and rugged features supmordutdoors industrial
environments.

@]

UL 2043 Plenum Rating and Extended Operating Teatpes.

@]

Should support Power over Ethernet cable. The acpesmts should be IEEE
802.3af PoE compatible. External Power Adapter hba provided as a backup
option with all AP’s.

%

0 Hardware-Assisted AES Encryption to Provide higtusiy without performance
degradation.

29.5 Product Specifications:

802.11a: 6, 9, 12, 18, 24, 36, 48, and 54 I

802.119:1, 2,55,6,9,11, 12, 18, 24, 36, 48,54 Mbps

802.11n data rates (2.4 GHz and 5 GHz)

29.6 Hardware should support following Network Stamlard:

IEEE 802.114a, 802.11802.11g and 802.1.

29.7 Hardware should have following Interfaces:

10/100/1000BASE-T autosensing (RJ-45)

Management console port (RJ45)

29.8 Hardware should support following status Indiators:

Status LED indicates operating state, associatiatus error/warning condition
boot sequence, and maintenance status.

Ethernet LED indicates activity over the Etheriséafus.

Radio LED indicates activity over the radio, ste

29.9 Hardware should support following Compliance:

Standards

Safety:

UL 60950-1

CAN/CSA-C22.2 No. 60950-1

UL 2043

IEC 60950-1

EN 60950-1

Radio approvals:

FCC Part 15.247, 15.407

RSS-210 (Canada)

EN 300.328, EN 301.893 (Europe)

EMI and susceptibility (Class B)

FCC Part 15.107 and 15.109

ICES-003 (Canada)
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VCCI (Japan)

EN 301.489-1 and -17 (Europe)

EN 60601-1-2 EMC requirements for the Medical Dinex93/42/EEC

Security:

802.11i, WPA2, WPA

802.1X

AES, TKIP

Other:

FCC Bulletin OET-65C

RSS-102

29.10 Antenna Connectors:

2.4 GHz - Dual 3RP-TNC connectors

5 GHz - Dual 3RFFTNC connectol

29.11 System Memory:

64 MB DRAM

32 MB flast

29.12 Environmental:

Non-operating (storage) temperature: —40 to 1854B to 85°C)

Operating temperatur—4 to +131°F-20 to +55°C

Operating humidity: 10 to 90 percent (non-condegjsin

29.13 Power Requirements:

36 to 57 VDC(

Power Supply and Power Injector: 100 to 240 VAC}®60 Hz.

29.14 Powering Options:

Local power

802.3 AF switche

Higher-power switches capable of supporting 18.5\Wreater

Power injector

Third-party PoE devices (must meet input power @ower draw requirements)

29.15 Provision for Physical Security of APs

Enclosures with locking mechanism for APs which pastect the APs from the
and weather hazards.

=
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30. Specifications of Perimeter Firewall [Qty: 1nd.- ANNEXURE-I - Contd.

30.1 General Requirements

(0]

The Firewall should support “Stateful” policy ingpien technology. It should als
have application intelligence for commonly used Ti€protocols like telnet, fiy
etc.

o

Appliance should be rack mounta

@]

The Firewall should be EAL 4 certified

The Firewall should support integration with propddPS, existing AV Gatewa
Antivirus, Web content filtering solution along Wwifirewall functionality

0 The platform must use a hardened OS with any hiakd d
0 The platform should use hardware that is optimipedirewall, IPSe:
0 Appliance should support for Active — Active contiees. It should not depen

upon any 3rd party allianc

d

d

y

0 Licensing should be a per device and not user/Bedvéshould support unlimite
users

o Firewall Architecture should be on multiple tief&rgwall module, logging &
policy management server, and the GUI/WebUI Con

0 The communication between all the components oévatl System (firewal
module, logging & policy management server, and @&ldl/WebUI Console
should be encrypted with SSL or PKI.

0 The firewall should be supplied with the supportRIP v2, OSPF & BGP routin
protocols

0 The firewall should all the multicast traffic togsathrough the firewall system

o The firewall should support the multicast protoc@s a multicast host, b
participating in DVMRP, IGMP and PIM

0 The firewall should support multicast tunr

0 The firewall system should have a provision to latke bandwidth manageme
if the same is required in futt

o The firewall system should have a provision of addhe SSL VPN functionalit

in future, if the same is requirt

30.2 Interface and Connectivity Requirements:

0

The platform should support VLAN tagging (IEEE 8D@)

The firewall should support ISP link load sharing

The firewall interfaces have to support the unnurathéP addre:

0
0
(0]

The unit should have a management module capahbieat@age multiple sites i
future for centralized anagement during expansi

30.3Technical Requirements

0

Support a minimum of 256 VLAN'’s

Integrated Multi site management

Built in storage capacity of 80GB minimum for stagilogs.

Power Input of 100 — 230V ( 50-60Hz)

0
0
0
(0]

The box should be capable of upgrading to new ersgproducts incase a ne
feature is released by the OEM.

@]

Blocks attacks such as DoS, port scanning, |IP/IONIP-relatec

@]

Encryption support of AES 1-256 bit, 3DES 5-168 bi

0

>

PW

Password, RADIUS, TACACS, X.509, SecurlD autheniicamethords
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0

Integrated certificate authority (X.509)

0

Should support 200 plus protoct

0

Should support star & mesh topology

30.4 Firewall Filtering Requirements:

(0]

The Firewall should also support the standard L&8ystode of configuration with
Interface IP’s. It should be possible to prote@ firewall policies from being
compromised.

The Firewall must provide state engine supporafbcommon protoco

The Firewall must provide NAT functionality, includy dynamic and static NAT
translation

The Firewall must provide filtering capability thacludes parameters like source
addresses, destination addresses, source andatiestiport numbers, protocol
type

The Firewall should be able to filter traffic eviéthe packets are fragmented.

All Internet based applications should be suppoftediltering like Telnet, FTP
SMTP, http, DNS, ICMP, DHCP, ARP, RPC, SNMP, misiime, Lotus Notes,
MS-Exchange etc

The Firewall should support authentication protsclite LDAP, RADIUS and
have support for firewall passwords, smart cardstoBen-based products like
SecurID, LDAP-stored passwords, RADIUS or TACACSithentication servers,
and X.509 digital certificates.

The Firewall should support database related ifigeand should have support for
Oracle, MS-SQL, and Oracle SQL-Net.

@]

The Firewall should provide advanced NAT capaktiti supporting all
applications and services-including H.323 and 3i&el applications

Support for Filtering TCP based applications

Support basic inspection by worg as a proxy for HTTP, FTP & SMTP traf

Support for Filtering incoming and outgoing e-nmzalsed on size and filters.

Should support CLI & GUI based access to the fitemadules

Local access to firewall modules should suppog based access

O|0O|O |0 |0 |0

Local access to the firewall modules should suppothentication protocols
RADIUS & TACACS+

@]

Firewall should have an integrated IPS, Gatewayafid URL Filtering

@]

Integrated IPS should support hybrid attack detafpirevention with multiple
attack protections methods, like Protocol Anom&yjgnature-Based, Day-Zero
Protection, el

Integrated IPS should protect setup against vulriéras in the applications of the
protected systems by carrying out deep packet atism

30.5 Web Services & DMZ Services Protection:

0

It should Monitor Web communication for potentiakeutable coc

It should Confirm the presence of executable code

It must identify whether the executable code isici@ls or not

It must Block malicious executable code from reagla target host

It should establish strongest protection againfiebwverflow attacks

Oo|0O|O0 |0 |0

It should offer applicatic-level Web security at wi-spee:
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0 It should improve end-user experience by inserielpdesk Web pages
0 It should provide quick deploymt for missiol-critical application

0 It should Protect against new real-time threatsugh Integrated IPS Services
0 General HTTP Worm Catcher Application layer

0 It should offer Cross Site Scripting protection

0 It should offer LDAP Injection protection

0 It should SQL Injection protectit

0 It should Command Injection protection

0 It should Directory Traversal protection Informatidisclosur

0 It should Header Spoofing enforcement

0 It should Directory Listing prevention

0 It should Error concealment HTTP Protocol inspettio

0 It should HTTP Format Size enforcement

0 It should ASCI-only Request enforcems

0 It should ASCIl-only Response Header enforcement

0 It should Header Rejection definitic

0 It should HTTP Method enforcement

30.6 Firewall Logging, Statistics and Reporting Regjirements:

(0]

The Firewall must send log information to an exatitog server via an encrypted
connection

(0]

The Firewall administration software must providemeans of viewing, filtering
and managing the log data

The Firewall logs must contain information aboug firewall policy rule that
triggered the log

@]

The Firewall must provide at a minimum basic stassabout the health of the
firewall and the amount of traffic traversing thesvall

Support to log in detail all connectionhich are blocke

Support to log in detail all connections which goough the Firewall

Provision to report all denied connections inbc

Provision to report all denied connections outbc

Provision to report all successful connections unizb

Provision to report all successful connections outb

Provision to report traffic levels for inbound & thound destinations

o/0O|lO|jO|O|O|O|O

Support to generate performance statistics ortime basi

30.7 Administration/ Management Requirements:

D

=

o Dedicated manageme¢system and re-time logs system should be provic

o The firewall management system must be capableushipg firewall security
policies and configurations to individual or mulégirewalls through a secure
encrypted connection interfaces

o The Firewall must provide simplified provisioningrfaddition of new firewalls
where by a standard firewall policy could be pusimtal the new firewall

o The Firewall administration station must providemeans for exporting th
firewall rules set and configuration to a text file

0 Any changes or commands issued by an authenticsdshould be logged to|la
database.

0 The Firewall must send SNMP traps to Network Manag@ Servers (NMS) i
response to System failures.

0 Automatic synchronization ability of rules on mpla firewalls and the

154
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management servers at DC & DR sites

Provision to generate automatic mail al

Provision to send alerts to multiple recipients

The Firewall must not support any non-secure meéascess to the Firewall.
Support for role based administration of firewall

O |0 |0 (O

30.8 Authentication Requirements:
0 Support for user authentication at the firewalltegs for the different TCP/IP
applications, like HTTP, SMTP, Telnet & R!

0 Support for integration with the RSA SecurelD as $frong user authentication
mode

o Support for RADIUS, Active Directory & LDAP for theiser authentication
protocol:

30.9 Platform Specific Features:
0o The platform must be supplied with at least 6 nof.10/100/1000Mbps

interfaces on Copper (including ONE interface fur High-Availability)

The Firewall must support at least 500000 conctigennection

The Firewall should support throughput of minimu@®8bps

0 It should support Integrated FW & IPS IMIX throughmf 500 Mbp

@]

@]
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ANNEXURE-I - Contd.

31. Specifications of Multi Link Manager & Bandwidth optimizer [Qty: 1 no.]

31.1 Architecture:

0 Should have Risc Processor Based Architecture ARICS

Should have 9 Gbps Non Blocking Switching Backplane

Should have 8 Fast Ethernet

Should have minimum 128 MB RAM and support 256 MBMNR

Should provide minimum 200 Mbps L7 througfr

O|0O|O0 |0 |0

Should support Dynamic routing protocols like OSRR1, RIP2

31.2 Load Balancing Features:

0 Minimum support for 10 Internet links

Should provide Load balancing for inbound & outbduraffic

0
0 Selection of shortest path to destination baseldaiHops/response time
0 Should support load balancing algoritt

- Least amount of Bytes

- Least number of users/sess

- Cyclic.

- weighted Cycli

- SNMP Parameters, like router CPU uation et

0 Should support Static NAT & Dynamic NAT

In case of link failure device should detect inot more than 30 secor

@]

0 In case of link failure traffic should be diverteanother link automatically

31.3 Link Management Feature:

0 Should support Gracefull shutdown of links

Should support Gracefull Activiation of lin

Should able to redirect traffic based on Sourc®Estination IP & TCP PORT

O |0 |O

Should provide details of client routed to eachk livith IP & TCP port detail

31.4Health Monitoring:

0 Should provide individual health check for eaclklin

o Should be able to do health check on protocolsHik& P, SMTP, POP etc

o Should able to provide content checking from mashimon site on Interne
(www.google.co.in, www.yahoo.com etc.)

0 Shouldprovide AND , OR mechanism between health ¢

0 Should provide GUI interface to configure any heaheck

31.5 Redundancy

0 Should Support VRRP

0 Should support transparent failover between 2 @svic

31.6 Support for Bandwidth Management support for future requirement

0 Should support bandwidth management based on aty LiBformation

o Should support CBQ, WRR, RED mechanism for BWM

0 Should provide Minimum & Maximum bandwidth allogati limit
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0 Should provide Two-Way bandwidth management

0 Shouldsuppor bandwidth borrowing between 2 polic

o Should able to limit P2P bandwidth & protocol likeazaa, Bit-Torrent
Edonkey et

31.7 Support for Application Security & Intrusion Prevention support for future
requirement

o Should be able to provide protection against 1500w worms & viruses like
nimda, welchia, slammer, mydoom etc.

0 IPS Should support 24/7 Security Update Se

0 Should provide Sync Flood Protection, DOS / DDQS et

o0 Should perform URL & content based Filtering, cwstccategories, URL
redirection, Keyword search blocking

o Device should perform Antivirus detection & proiect at Network gateway.
Management console for real Time Monitoring

o Bi-directional Antivirus Protectic

o Disruption Free Database Update, Spy ware protectidS based attag
protectior

@]

IPS Should support Real Time signature ug

@]

IPS Should support Provision to add static owrchtsignatures

0 System should show retime & History reports of Bandwidth usage per pgli

31.8Device Management & Reporting

Should provide GUI interface for configuration &peting

Should provide HTTP / HTTPS interface managel!

Should provide SSH / Telnet / CLI interface

Should support SNMP V1, V2c¢,

Should provide Detailed LIVE reporting for traffim each links

O|0O|O |0 |0 |0

Should yrovide detailed historic reporting for link traf
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ANNEXURE-I - Contd.
32. Specifications of Desktop Security Solution [gyporting up to 1000 Users Base]
32.1 Hardware & Architecture

Should reside between the applications and theekeemabling maximum application
visibility with minimal impact to the stability angerformance of the underlying
operating system.

The software's unique architecture intercepts pdlrating system calls to file, network,
and registry sources, as well as to dynamic rue-imsources such as memory pages,
shared library modules, and COM obijects.

Should have support for 4000 users license.

Should have License for at least 1000 users.

Should be managed by Management Center which prewatl management functions for
all agents in a centralized manner. Its role-ba®éel) browser access makes it easy for
administrators to create agent software distrimupackages, create or modify security
policies, monitor alerts, or generate reports. Management Center should ship with
more than 20 fully configured default policies, nmak it easy for administrators to
deploy thousands of agents across the enterptisEsd allows customers to deploy
agents in "IDS mode", where activity is alerted hoit blocked.

32.2 Network Integrated Features Support

Should provide wireless policy controls to enhatiee=overall security and optimize the
bandwidth of a wireless deployment. Policies catriet wireless connections to specific
parameters, such as requiring a VPN connectiowi@less traffic when a user is out of
the office. Critical applications can be prioritizéo minimize latency over the wireless
LAN infrastructure.

Should be able to classify traffic on a per-appiora basis on wireless and wired

networks to provide quality of service for criticgbplications, such as Oracle financials
or voice/video. Less-critical applications such Wb browsing or e-mail can be

classified as a lower priority, to optimize avalabetwork bandwidth.

Should be able to integrate with network IPS devit®e increase the effectiveness of
identifying attacks within the network. Software éxg should provide crucial endpoint

security information to IPS.

Should be able to Integrate with Network AdmissZontrol solutions.

32.3 Zero Update Protection

Should support Zero-update protection which isaaitwhen addressing brand new exploits or
variants that take advantage of published and Uighelol system and application vulnerabilities.
This reduces emergency patching of systems in nsgpto vulnerability announcements and
minimizes patch-related downtime and IT person-feqoenses.

GGV/SPLSITI01/2010



32.4 Data Loss Prevention

Should provide visibility and control of sensitidata across all endpoints; protecting against
data loss from both end-user actions and targetalivare. Newly added content scanning
capabilities detect credit card numbers, Sociau8gcnumbers, and customer-defined sensitive
data in local files. Access to these sensitivesfile audited and policy controls can be
implemented to stop malicious data transfers toorsle devices or through insecure network
applications.

32.5 Signature-Based Antivirus

Should support signature-based anti-virus whicheiases the confidence that malware can be
removed from the endpoint, since it has been ifledtiby name. Additionally, antivirus
signatures enable you to comply with regulatiom gtill require this technology.

32.6 Should be supported on the following platforms

Specification Details

Server Agent * Windows 2003 Server

* Windows 2000 Server and Advanced Server
* Solaris 10 SPARC architecture (64-bit kernel)
* Solaris 9 SPARC architecture (64-bit kernel)
* Solaris 8 SPARC architecture (64-bit kernel)
* Red Hat Enterprise Linux 5.0 ES and AS

* Red Hat Enterprise Linux 4.0 ES and AS

* Red Hat Enterprise Linux 3.0 ES and AS

» SUSE Enterprise Linux 10

* VMWare ESX Guest OS

Desktop Agent * Windows Vista

* Windows Embedded Point of Service (WEPOS)
* Windows XP Professional

* Windows XP Tablet Edition

* Windows 2000 Professional

* Red Hat Enterprise Linux 5.0 WS

* Red Hat Enterprise Linux 4.0 WS

* Red Hat Enterprise Linux 3.0 WS

* VMWare ESX Guest OS
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33. Specifications of Passive Infrastructure: - ANIEXURE-I - Contd.

All passive components from the same OEM & OEM dthdwe involved in following
(listed below) standards organizations, in seviedlstries, worldwide. That include
several standards organizations of interest t@ohemunications industry, Enable
Contributing to development of new technology anabpcts.

"

International Organization for Standardization ()}SO

International Electro technical Commission (I

Institute of Electrical and Electronics EnginedEHE)

International Telecommunication Union (ITU)

Telecommunications lrustry Association (TIA

CENELEC

Infiniband

ATM Forum

Optical Internetworking Forum (Ol

BICSI (Building Industry Consulting Service Intetimanal, Inc.

o|O|0o|j0oOjlO|O|O|O|O|O (O

Society of Cable Telecommunications Engineers (SCTE

33.1 COPPER COMPONENTS:

UTP Cabling System:

0 Unshielded twisted pair cabling system, TIA / EI885B.1 or B.2-1 addendum
Category 6 Cabling syste

o 10/100/1000 Ethernet, 155 Mbps ATM, 1000 MbpsHEED?2.3ab Ethernet, anc
proposed Cat 6 Gigabit Ether

)

o ETL Verified / UL Listed

o 25 year systems warranty; Warranty to cover Bantiwad the specified and
installed cabling system, and the installation €ost

Performance characteristics to be provided along i bid:

0 Attenuation, Pair-to-pair and PS NEXT, ELFEXT arsER.FEXT, Return Loss,
ACR and PS ACR for 4-connector channel

0 Should perform to CAT6 with short channel

0 Should support 6 Connection Channel and exceed CpEgS

0 Should have a PSNEXT margin of 7.5 dB over C.

33.2 UTP Cables Specifications

Type Unshielded Twisted Pair, Category 6, TIA / BB8-B.2-1
Conductors 23 AWG solid bare copper

Insulation Polyethylene

Jacket Flame Retardant PVC

Pair Separator Cross-memlige) fluted Spline.

Approvals (a) UL Listed / UL Verified
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(b) ETL verified to TIA/ EIA Cat 6

Operating temperature

-20 Deg. C to +60 Deg. C

Storage Temperature

-20 Deg. C to +80 Deg. C

Frequency tested up to

Minimum 600 MHz

Packing Box of 305 meters

Cable Outer Diameter .23 inches

Delay Skew 45ns MAX.

Bend Radius 4 * Cable Diameter

Impedance 100 Ohms + /- 15 ohms, 1 to 600 MHz.

UL/NEC Ratings

CMR Rated

Mutual Capacitance

5.6 NF MAX /100 Mtr.

Conductor Resistance

66.58 Ohms Max / KM

Propagation Delay

536 ns/100 Mtrs. MAX @ 250 Mhz

Performance
characteristics to be
provided along with bid

Attenuation, Pair-to-pair and PS NEXT, ELFEXT and
PSELFEXT, Return Loss, ACR and PS ACR

ROHS

ROHS/ELV Compliant

33.3 UTP Jacks

Specifications

Type

PCB based, Unshielded Twisted Pair, Category 6,/EIA
568-B.2-1 and IEC 60603-7-4

Modular Jack

750 mating cycles

Wire terminal

200 termination cycles

Accessories

Integrated bend-limiting strain-felieit for cable entry

Integrated hinged dust cover

Support cable pair termination process on thesatl®0 degree
angle.

Bidder should have a mechanism to maintain théityud the
termination ir-respective of the skill level of thermination
staff.

Housing

Polyphenylene oxide, 94V-0 rated.

110 Blocks

polycarbonate, 94V-0 rated

Jack contacts

Beryllium copper, plated with 1.27 p@80050] thick gold in
localized area and 3.81 mm [.000150] minimum thickead
in solder area over 1.27 mm [.000050] minimum tmakkel
under plate

Wiring blocks

Polycarbonate, 94V-0 rated
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Approvals

(a) UL Listed / CSA Approved

(b) ETL verified to TIA/ EIA Cat 6

Performance
Characteristics to be
provided with bid

Attenuation, NEXT, PS NEXT, FEXT and Return Loss

ROHS

ROHS/ELV Compliant

33.4 Jack Panels

Specifications

Type 24/48-port, Modular, PCB based, Unshieldedsted Pair,
Category 6, TIA / EIA 568-B.2-1 and IEC 60603-7-4
Ports 24/48

Port arrangement

Configured as 6 Port Module withividually replaceable
CAT-6 Jacks

Circuit Identification

Front of each module shHadl capable of accepting 9 mmto 1
mm labels

Port Identification

9mm or 12mm Labels on each4{pdrts (to be included in
supply

Modular Jack

750 mating cycles

Wire terminal

200 termination cycles

Accessories Integrated bend-limiting strain-reliait for cable entry
Materials:

Housing Polyphenylene oxide, 94V-0 rated

Wiring blocks Polycarbonate, 94V-0 rated

Jack contacts

Beryllium copper, plated with 1.27 p680050] thick gold in
localized area and 3.81 mm [.000150] minimum thiokead
in solder area over 1.27 mm [.000050] minimum tmakkel
under plate

Panel

Black, powder coated steel

Approvals

UL listed / ETL Verified

Termination Pattern

TIA /EIA 568 A and B;

ROHS

ROHS/ELV Compliant

33.5 Workstation /
Equipment Patch
Cords:

Specifications

T

ype Unshielded Twisted Pair, Category 6, TIA / EIA 5B&-1
Conductor 24 AWG 7 / 32, stranded copper condudi@@sOhm
Length 4 feet, 7 feet, 10 feet

Plug Protection

Transparent Slim boot
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Warranty

25-year component

Insulation Flame Retardant Polyethylene
ROHS ROHS/ELV Compliant

33.6 Face Plate: Specifications

Type Single Gang

Material ABS /UL 94 V-0

No. of ports One/Two

ROHS ROHS/ELV Compliant With Shutter

33.7 FIBER COMPONENTS SPECIFICATIONS:

6/12 Core Single Mode Outdoor Fiber Cable:

Cable Type 6/12 - core Single Mode, Armoured, Lenbe, Gel filled
Fibre Type Single Mode, 9/125 micron primary codbedfers

No. of cores 6/12

Armour Corrugated Steel Tape Armour

Cable Construction Type

BELLCORE GR 20/ IEC 794-1

Attenuation

@ 1310nm<= 0.40 db/KM Typical <=0.50 MA

@1550nm <= 0.30 dB/KM Typical <=0.40 MAX

Cut Off Wave length

<1260

Mode Field Diameter

@ 1310nm 9.3 +-0.5
@1550nm 10.5+-1.0

Clad Diameter (um) 125+-1
Concentricity (um) <=0.6
NON-Circularity (%) <=1

Coat Diameter 245 +-10
Zero Dispersion

Wavelength (um) 1310+-10

Tensile Strength

1500 Newtons

Crush Resistance 440 N/cm

Bend Radius

(Installation/Unloaded) 10D/20D
Cable Diameter 9.0+-05mm
Lose Tube Diameter 3.0+-0.15mm

Operating Temperature

-40 Degree C to +70 Degree C

Fiber Confirming to

G-652D Standard (Low Water PEder)
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33.8 Fiber Optic LIU with Pigtails, Splice Trays & Splice Protectors (Fully Loaded):

Connector Type

SC-Style, Simplex

Operating temperature

-40 Degree C to +85 Degree C

Durability & color

MM connectors

500 cycles, Beige

SM connectors

220 cycles, Blue

Ferrules

Pre-radiused Ceramic Ferrules

Attenuation

Not more than 0.75 dB per mated pair

Fiber Optic Patch panels

FMS- Front Patching / Splicing
Shelf

1U « 19"/ ETSI versions available

The FMS fiber management shelf series is ideal
high density front patching applications.

for

Its compact design and high density capacity allg
it to deliver carrier class fiber management to
central offices, POPs, FTTx, mobile systems and
LANSs.

w

* High Density:

1U: 12/24 Fiber terminations, Metal

» Should be supplied loaded with secondary coa
SC pigtails

ted

» Mounting brackets can be placed in different
positions

» Drawer concept allows for

0 Easy access to sgitiay

0 Easy access to back side of connector

* Trays with hinges(book type) which allows
facilitates easy fiber management and greater ag
during installation and rework

ces

* Fiber guides, radius controls & secure tie down
provided

Dimensions Width- 450 mm & Depth - 280 mm , Height4
mm
Color RAL 7035 / Black
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33.9 SC to LC Patch Cord Specifications:

Make and Type—

SC to LC Duplex Fiber Optic Patch Cords 3m 9/ 125
micron

Cable Sheath LSZH

Cable Diameter 1.8 mm mini twin zip
Ferrule Ceramic

Buffer .6 mm

Return Loss > 45 db

Insertion Loss

.3 db Typical Max .15 db

ROHS

ROHS/ELV Compliant
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ANNEXURE-I - Contd.

34. INSTALLATION SPECIFICATION OF CABLING PLANT UTP
CABLING INSTALLATION SPECIFICATIONS:

34.1 Telecommunication Outlet & Horizontal Cross-Caonect Installation:

i. Cables shall be coiled in the surface-mount bokeslequate space is present to house the
cable coil without exceeding the manufacturer'scdoeadius. No more than 12” of slack shall
be stored.

ii. Inaddition, each cable type shall be terminatemh@disated below:
i. Cables shall be dressed and terminated in accagdaitic the recommendations made
in the TIA/EIA-568-B document, manufacturer's regoendations and/or best

industry practices.

ii. Pair untwist at the termination shall not exceee-balf an inch for Category 6
connecting hardware.

iii. Bend radius of the cable in the termination areall ot be less than 4 times the
outside diameter of the cable.

iv. The cable jacket shall be maintained as close ssilgle to the termination point.

v. Cables shall be neatly bundled and dressed to itbsfirective panels or blocks. Each
panel or block shall be fed by an individual bunségparated and dressed back to the
point of cable entrance into the rack or frame.

vi. Each cable shall be clearly labeled on the calikejabehind the patch panel at a

location that can be viewed without removing thedla support ties. Cables labeled
within the bundle, where the label is obscured fraew shall not be acceptable.

34.2 HORIZONTAL DISTRIBUTION CABLE & INSTALLATION:

i. Cable shall be installed in accordance with martufac’'s recommendations and best
industry practices.

ii. Cable raceways shall not be filled greater than mhenufacturer recommended
guidelines.

iii. Cables shall be installed in continuous lengthmfarigin to destination (no splices).

iv. The cable’s minimum bend radius and maximum pultergsion shall not be exceeded.

v. Horizontal distribution cables shall be bundledoigroups of not greater than 40
cables. Cable bundle quantities in excess of #lesamay cause deformation of the

bottom cables within the bundle.
vi. Cables shall not be attached to ceiling grid dmtiigg support wires.
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Vil.

viii.

Any cable damaged or exceeding recommended irtsballagparameters during
installation should be replaced by the contract@rgo final acceptance at no cost to
the GGV.

A self-adhesive label or PVC marker ferules shadiniify the Cables. A cable label
shall be applied to the cable behind the facepdaitea section of cable that can be
accessed by removing the cover plate. Similar labeharker ferrules shall also be
placed on a section of the cable near to the gzeokl termination.

Unshielded twisted pair cable shall be installedhsa there are no bends less than four
times the cables outside diameter (4 X cable Oatdidmeter) at any point in the run.

Pulling tension on 4-pair UTP cables shall not exc5-pounds for a single cable or
cable bundle. The pathway shall be adequately siaesb not to exceed the 80% cross-
section fill of cables. The pathway shall be selyurestalled in the facility.

34.3 FIBER OPTIC CABLING INSTALLATION PRACTICES:

Vi.

Vil.

viii.

Backbone cables shall be installed separately frorizontal distribution cables.

Where cables are housed in conduits, the backbadeharizontal cables shall be
installed in separate conduits or in separate idoets within conduits.

Where backbone cables and distribution cablesnatelied in a cable tray or wire way,
backbone cables shall be installed first and buhdleparately from the horizontal
distribution cables.

Fiber slack shall be neatly coiled within the fidermination panel. No slack loops
shall be allowed external to the fiber panel(s).

Each cable shall be individually attached to thepeetive termination panel by
mechanical means.

The cables strength member(s) shall be securelgtetl the cable strain relief bracket
in the panel.

Each fiber cable shall be stripped upon entering términation panel and the
individual fibers routed in the termination panel.

Each cable shall be clearly labeled at the entraode termination panel. Cables
labeled within the bundle shall not be acceptable.

Dust caps shall be installed on the connectors @uplings at all times unless
physically connected.

34.4 INSTALLATION ACCEPTANCE TESTING SPECIFICATIONS :

Installed UTP Cabling System shall be tested wiih TEIA 568 Level 11l hand held
testers. Each installed UTP drop shall be testqaeashe latest revisions of TIA / EIA
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568-B.1 Category 6 specifications. Length, Wire M#agtenuation, Pair-to-pair and
Power Sum NEXT, ELFEXT and PS ELFEXT, Return Ld3slay Skew, ACR and PS
ACR shall be tested and results provided to GG\WkEkhbave data in plotted form in
Adobe Acrobat PDF format on a CDROM.

Installed Fiber optic links shall be tested foreattation, propagation delay & cable
length at 850nm and 1300nm for MM fibers. SM fidewks shall be tested for
attenuation, propagation delay & cable length &t0hBn & 1550nm.

The installed Fiber & UTP cabling shall also betddsfor corresponding latest
available high-speed LAN technologies (ex: 622 mbA3M, 1000BaseSx,
1000Baselx, 1000BaseT, 100BaseTx and 155mbps AHiigua hand held scanner.
Results of the same should be provided in Adobe fébfat on CDROM.

34.5 WARRANTY SPECIFICATIONS

iv.

GGV seeks warranty for the installed cable plamtfithe OEM equipment supplier.

Bidder shall ensure that the OEM norms for supphstallation, testing and
documentation as specified by the OEM supplier|dtmladhered to, provided those
are in line with TIA / EIA standards and GGV reaunrent specifications.

The warranty shall be provided by the OEM to GGYd ahall be administered in
India.

The duration of the warranty shall be for a minimafri25 years and shall cover the
bandwidth based system performance, applicatiaurasse and the costs of the supply
of components and installation.

34.6 DOCUMENTATION SPECIFICATIONS:

The successful bidder shall after completion ofitts¢allation, submit a detailed documentation
of each cable plant. The documentation shall camehe minimum, the following

As-built diagrams of the building cabling Networkijth building and floor wise
distribution of users and connectivity

Test results for UTP and Fiber links in PDF formatCDROM.
Consolidated BOM with manufacturer’s part Nos. godntities used

Warranty certificate from OEM supplier for 25 years
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ANNEXURE-I - Contd.

35. Specifications of Floor Standing & Wall Mount Racks

35.1 12U Wall Mount Rack Specification:
Wall Mount Type Height- 12U, Width- 600mm, Depttd@Gnm

i. Adjustable 19” mounting angles provided with sketeframe structure. Facility
to adjust rails at a 25 mm pitch increment.

ii. Space for dressing cables at both sides: At le&st clear space at the sides
between mounting angle and side doors all alonghhei

iii. Ventilation slots at top and bottom of side doangoth sides.

iv. Side Doors: To be hinged type with slam latch fgciHinge to be of spring
loaded type so that the side door can be hingéltedtont or the rear end of the
rack.

v. Cable access is possible from top/bottom througitkouts (1.5"dia) provided
with rubber grommets to ensure entry of pests mdck from cable entry
location.

vi. Skeleton frame structure: Allows easy populatidaiting on the wall. Side doar
and front door to have easy hinging so that theylmafitted last.

vii. Quick release, lockable glazed front door (Tougderimted glass only
permanently pasted onto metal trims at both sidets) single key security lock
and right or left hand hinge availability.

Description

12U Wall Mount Rack: 600mm width/500mm depth, 1$tRst Frame Structure, Si
doors with slam latch, full vented top cover & lomit cover with the cable ent
provision.

Front tinted glass door 1no. in each rack

A/c main distribution box with 6nos.5 amp socketal in each rack

19” Cable Manager 1 no. in each rack

Front panel mounting hardware 1 no. in each rack
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35.2

42U Floor Standing Rack Specification:

Specification: Floor Standing Type Height- 42U, With- 600mm, Depth- 1000mm

1.

Features: Confirms to IEC 297 all the mounting dimensionstios 19” panel mounts &
the spacing & entry dimensions, useable heightsaeécmaintained as per IEC — 297 &
DIN 41494

Construction: An Aluminium extruded frame structure design, Akiminium extruded
depth support member, Aluminium extruded width suspmember joined with special
locking keys to the aluminium extruded vertical nfemto form a robust frame structure
to have a safe load carrying capacity of 650 ks &luminium frame structure is
chromate treated & later epoxy powder coated witde RAL 7035.

Lockable front door made of toughened tinted glassThe front door a single sheet
which is plain. CNC ventilation slots are providatlalong the height to enable natural
cooling in the rack. Generally the toughened tirgkess is provided by two metal pieces
at either end & the top & bottom ends are left mhk®rigid frame with a cut out in the
center to which glass is fixed. The front door bareft or right hand hinged.

Lockable rear door made of steelThis is with CNC vent. Slots. Fully mesh doors on
for 100% natural cooling.

Removable side panelsTo facilitate installation & servicing easily renable side
panels based on slam latch concept. Functiondiitgroovable side panels is combined
with security of a lock. CNC vent. Slots provided 3" height.

Top covers with CNC ventilation slots along the sigs: Top cover is provided with
CNC ventilation slots all along the sides. Topnsyided with cable entry provision with
gland plates & rubber grommets.

19” panel mount at front & rear: 19” panel mount fabricated out of 14SWG steel &
CNC punched to meet IEC 297 & DIN 41494 standardgeovided at the front & rear.
These panel mounts are adjustable all along theéndep

Description

42U, 600mm Width, 1000mm Depth Moducab Serv witptdewidth and vertical
aluminium extruded frame, side panels are detaehaith slam latches 178 height
ventilation slot on side panels, full vented topen& bottom cover with the cable
entry provision.

Front tinted glass door 1no. in each rack

GGV/SPLSITI01/2010



Mesh rear door 1no. in each rack

Castors with break 1sets. in each rack

A/c main distribution box with 12 nos. of 5/15 asgcket. 1 no. in each rack

19” Rotary Keyboard Tray 1no. in each rack

Front panel mounting hardware 4 Pkts. in each rack

19” H/D Tray 700mm Depth 2 no. in each rack

230V A/C 90 CFM Fan with roof mounting option 4 noseach rack

GGV/SPLSITI01/2010



ANNEXURE-I - Contd.

36. Specifications of Uninterruptible Power SystenfUPS) and related items:

36.1 1KVA ONLINE UPS [Qty: 25 Nos.]

Description

Specification

Technology

True On Line UPS with double conversiechnology|
based on DSP (Digital Signal Processor). Micro pssor
based systems will not be acceptable

UPS should be with Intelligent Battery Managemémnt
longer battery life

UPS should come with Auto Shutdown and monito
software in CD media

IGTB based rectifier and inverter. With input pawactor
minimum 0.95

Power Rating

1 KVA

Configuration Stand alone Configuration

Isolation External Input Galvanic Isolation transformer (1.5
KVA) will have to provided at the input of the UPS
system:

Input

Nominal Voltagt 220 VAC

Voltage Range 110 — 300 VAC load dependent

Frequency 50 Hz = 5%

Output

Voltage Range

220 VAC *= 3%

Harmonic Distortion

<4% (Linear Load)

<7% (non Linear Loa

Frequency 5%, synchronized with bypass, 50 Hz%(r2e run
Power Factor 0.8

Crest Factor 31

Inverter Efficienc >95%

Inverter Overload

110% for 60 mins, 125% for 10 mirb0% for 1 min

Bypass Voltage

120 — 250 VAC

Battery

Type Sealed Maintenance Free, Valve regulated Peatl
Number of Battery 3 Nos. 12Volt, Make: Global (Rocket) / Amararafaxide
cells/Make

Rated Voltage 36 Volt DC.

AH Ratinc Minimum 252 VAF for 1C-15 Minute: Backug

Standard Backup Time

10-15 mins on full load factedlPS System

Charger Capacity

1to 6 Amp

Transfer Time

Zero

Dynamic Response

+5% at 100% load change (resistive
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Network Interface Inbuilt Web & SNMP Management card with Etherne4®J
connectivity.
Environmental and Other

Audible Noise <40 dB
Display LCD Display inbuilt should be provided in the URSten
TVSS A UL certified Transient Voltage Surge Suppozswill

jn}

have to be supplied at the input of the UPS systdr
minimum 25kA Capacity with two mode protection and
response time of nano seconds. Please encloseupeoch
the offered TVSS.

Credentials Manufacturer should be ISO 9001:200tfieel

Manufacturer should be 1S14001 cetrtifiel
Manufacturer should be MAIT LEVEL |l certified
(preferable

36.2 SPECIFICATION FOR ISOLATION TRANSFORMERS
1.5KVA Isolation Transformers from reputed brands [Qty: 25 Nos.]

36.3 10 KVA UPS [Qty: 2 Nos.]

TECHNICAL SPECIFICATION OF 2 X 10 KVA / 8 KW PARALL EL REDUNDANT ON
LINE UPS SYSTEMS -

Description Specification

Technology True On Line UPS with double conversion technolbgged with (DSP
Digital Signal Processor

UPS should be with Intelligent Battery Managenfenionger battery life

The UPS should be with input power factor 0.99

IGBT based rectifier and inverter.

200 event logging in LCD Display

W

Phase Neutral reversal protection — In the evdntewersal in phas
sequence, the UPS should automatically adjustfitsed should get
synchronized with the input phase.

UPS should have Cold Start facility.

Power Rating | 10 KVA / 8 KW

Configuration | 2 x 10 KVA UPS in Parallel Redundant Configurat&raring the load by
50:50 without any external circuitry/device and hwieparate battery
bank.

Input

Voltage Range 415 VAC/3 phase +25%, -30%

Frequency 50Hz+ 10%

Power Factor 0.99

Output
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Voltage Range

220/230/240 VACE 1%

Voltage < 2% (Linear Load)

Distortion < 3% (non Linear Load)

Frequency * 1%, synchronized with bypass, 50H0.1% free run

Power Factor | 0.8

Inverter 110% for 60 mins, 125% for 10 min, 150% for 1 min
Overload

Galvanic Built in Isolation transformer at output to be pided.

Isolation

Protections Transient Voltage Surge should be suppressed witldis nsec with
desired RFI/EMI attenuation 40dB

Battery

Type Sealed Maintenance Free, Valve Regulated Reatl

Rated Voltage|, 312V DC

Number of 26 Nos. 12Volt, Make: Global (Rocket) / Amararafaxide
Battery cells

Standard 45 minutes total back up on full load

Backup Time

VAH Not less than 12480 for each UPS systems, (totallass than 24960
Required VAH)

Transfer Time| Zero

Network Inbuilt Web & SNMP Management card with Ethernet®g&onnectivity.
Interface

Credentials Manufacturer Should be ISO 9001:2000 certified

Manufacturer Should be ISO 14001

Manufacturer Should be MAIT LEVEL Il certified

36.4 SPECIFICATION FOR DEDICATED LOCAL EARTHING: Qt y[1]

Near Central Server Room Location — Auditorium

S.No.| ltem Qty
1 Pit digging(20ft), Soil refilling, water pipe, lotlg arrangement + Copper 1N
0.
plate(6 mm)
2 Copper Strip- 25mm wide X 3 mm thick inside Gbgin mtrs I\/}tfs
3 Copper Strip- 25mm wide X 3 mm thick surface nted{in mtrs) I\/}t?s
4 | Coa + Sanc+ Salt(65 kg mixture 1No.
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36.5 SPECIFICATIONS OF RAW POWER NEAR RACK LOCATION S FOR
INPUT to UPS: Qty [25 locations]

Supply and fixing of appropriate wires (on an agerd0 meters 3 core wire for each
rack location), power strips/extension boards ndede providing input raw power to
each UPS location), industrial plugs / plug tops @nd wiring needed for connecting

input source to isolation transformers and isotatiansformers to UPS.

36.6 SPECIFICATIONS OF ENCLOSURE / CAGE WITH LOCKS FOR SECURING 1.5
KVA ISOLATION TRANSFORMERS AND 1 KVA UPS: QTY [25]

36.7 SPECIFICATIONS OF ANGLE IRON STAND FOR 1.5 KVA ISOLATION
TRANSFORMERS AND 1 KVA UPS: QTY [25]

Note:
1. Bidder/supplier would be fully responsible for iakation of the above equipment.

2. Bidder/supplier would be required to provide Conmergsive Onsite warranty inclusive
of batteries for 3 years on all the above itemsiftbe date of installation.

3. After completion of three years of onsite comprednewarranty, bidder/supplier would
be required to provide Comprehensive Onsite AMCriBes on all the above items for

the next two years.

4. In case batteries are not covered in Onsite Comepisiie AMC, indicate per unit cost of
replacement of battery for the fourth and fifthngea

5. Charges towards replacement of batteries would @& pn post paid quarterly basis
against the actual number of batteries replacedgjuarter.
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ANNEXURE-I - Contd.

37. Specifications for 2 X 8 Mpbs leased links5GV, Bilaspur, is looking for Internet
connectivity of 8Mbps raw/dedicated (1:1) from tdifferent ISP’s through terrestrial link.

Details of the requirement are given below:
8Mbps raw/dedicated (1:1) Internet bandwidth frevo different ISP’s through terrestrial link

1. The ISP should have a Class ‘A’ ISP license vdlidaghout the contract period with GGV,
Bilaspur. The period of contract will be one yedrieh may be extended from year to year
basis based on satisfactory performance. If thepfeine Regulatory Authority of India
(TRAI)/bidder reduces the bandwidth tariff in be@methe contract period the benefit must
be passed to GGV, Bilaspur and the respective etamsthe contract should be renewed
accordingly.

2. The bidder should take bandwidth directly from ateinational bandwidth provider and
give to the GGV, Bilaspur. A schematic diagram simgwdetails of the connectivity
inclusive of landing points and peering arrangemerith the International tier 1 ISP and
number of hops between the GGV, Bilaspur and I8R&national Gateway should be
provided along with the technical bid.

3. The connectivity to International Gateway should/bey stable. The guaranteed
connectivity uptime of 99.9% and maximum latencyt@f link under any circumstances
should not be greater than 80 ms up to ISP’s |aternal gateway. Packet drops in the link
during operation is not acceptable. The ISP slaieto sign an SLA with GGV, Bilaspur
guarantying this quality of service.

4. If the uptime of the link (measured quarterly) @ maintained by the bidder as per contract
than recovery of the same will be made by the Vahdyalaya by converting the amount
into number of days proportionately.

5. The time period of setting up the link and servitesn the date of commissioning the
proposed network should not be more than 30 days.should also be a part of the Service
Level Agreement (SLA).

6. ISP should have fully resilient and self-healingwwrk architecture, on fiber medium, for
the domestic backbone up to their Internationad\gat.

7. The dedicated onsite technical resources inclustitegfacing with personnel at the GGV,
Bilaspur for monitoring and managing the link stlibbe mentioned in the technical bid. The
support guarantee and infrastructure should alsodrgioned.

8. In case ISP’s national backbone uses the infrastreof other licensed National Long
Distance Operator (NLDO), ISP must indicate theacity available through these other
providers’ networks as well as indicate the exgt8LA with all involved providers.

9. Charges for the maintenance and all other additimrsts must be mentioned by the ISP.
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General Terms & Conditions

1.

Payments Terms -After successful initial setup stadt of service, quarterly payment
will be made with certification from In-charge, 8iee Room that the vender satisfies the
SLA clause.

Completion of the Work -The service should stathimi 30 days from the date of
commissioning the proposed network.

Price -Price (Inclusive of all taxes) should betgdoonly in Indian Rupees showing
clearly the following break up.

Yearly bandwidth| One time installation | Applicable
tariff cost 8Mbps raw (1:1 Taxes

Name of First ISP

U

Name of Second ISH

Conditional Offer will not be accepted.

Past Performance of the Bidders will be judgedhatime of Technical Evaluation.

The Vishwavidyalaya does not bind itself to offay@xplanation to those bidders whose
technical bids have not been found acceptable d¥tlaluation Committee of the

Vishwavidyalaya.

Bidders should enclose a cliental list consistihgismimum five clients to whom such
service has been provided in the technical bid.

A customer satisfaction certificate from three saofanizations is to be attached with
the technical bid.
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Annexure-| |

Bill of Material (BOM) as per specifications in Annexure-|

Table 1: ACTIVE COMPONENTS

S/IN ITEM DESCRIPTION QTY.
1 Internet Router 1
2 Perimeter Firewa 1
3 Multi Link Manager & Bandwidth optimizer 1
4 | Wireless Access Poir 20
5 Wireless Controller for Access Points 1
6 Network Management System Software for 300 1
devices
7 Network Management System Hardw 1
8 Switch Type — 1 [Core Switch @Auditorium] with 2

required number of Singlemode fiber uplink ports.

>
[EE

9 Switch Type — 2 [Distribution Switch @IT] wit
required number of Singlemode fiber uplink ports.

10 | Switch Type — 3 [Edge Switch] with required nienp 13
of Singlemode fiber uplink ports.

11 | Switch Type — 4 [Edge Switch] with required neenp 3
of Singlemode fiber uplink ports.

12 | Switch Type — 5 [Edge Switch] with required nienp 11
of Copper uplink ports.

13 | 1 KVA Online UPS with 0 — 15 minutes backu 25
14 | 1.5 KVA Isolation Transformi 25
15 | 10 KVA Online UPS with 45 minutes backup 2

16 | Wall Mount Cage for 1KVA UPS & 1.5 KVA 25
Isolation Transformers

17 | Desktop Security Solution for 800 Users 1
18 | Locking kit for Indoor AP’s for safety from thef 20
Table 1-A

Hardware Requirements of Centralized Management Syem [End Point Security] for
1000 Users: Qty [1]

System Componen Requirements
Hardware PC-compatible computer

Colour monitor with video card capable ot-bit / Key Board / Mouse e
Processor At least 1 GHz or faster processor

Operating Systems| Windows 2003 R2 Standard orfmge Editions without a service pag
Windows 2003 R2 Standard or Enterprise Editions, wittvise Pack z

File System NTFS
Memory 1 GB minimum memory
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Virtual Memory At least 2 GB virtual memory

Hard Drive Spac |9 GB minimum available disk drive spa

Table 1-B

Hardware Requirements of Network Management Systerfor 300 Devices: Qty [1]

System Componeni Requirements

Hardware 1 CPU with 2 GB RAM and 4 GB swap space

Colour Monitor / Key Board / Mouse etc.

Hard Drive Space 25 GB minimum available disk dspace

Processor support | As mentioned in specifications at S. No. 27

Operating Systen | As mentioned in specifications at S. No.

Note: The bidder has to provide necessary Operatingefy$or the above mentioned hardware.
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Table 2: PASSIVE COMPONENTS

Annexure-| |

S/N Item Descliption UOM Quantity
1 | 6 Core Single mode Outdoor Fil Mtr. 900(
2 12 Core Single mode Outdoor Fiber Nos. 3000
3 | 48 Port FO Panel loaded SC Type, Single Nos. 2
mode
4 | 24 Port FO Panel loaded SC Type, Sirngle Nos. 1
mode
5 | 6 Port FO Panel loaded SC Type, Single Nos. 23
mode
6 | SC Pigtail, Single moc Nos 21C+ 3C
7 LC - SC Single mode Duplex Patch Cord Nos. 75
1G
8 LC - LC Single mode Duplex Patch Cqrd Nos. 4
10G
9 HDPE Conduit Pipe with Rope Mtr. 11000
10 | Coupler for HDPE Pipe Nos. 210
11 | Metal Raute Marke Nos 36C
12 | 12U Wall Mount Rack Nos. 23
13 | 42U Floor Standing Ra Nos 2
14 | 1U FAN TRAY WITH 4 FANS Nos. 25
15 | 1U CABLE MANAGER Nos. 46
16 | Vertical CABLE MANAGER for 42U Nos. 4
Rack
17 | Power Strip 5 x5 Am Nos 25
18 | Power Strip 8 x5 Amp & 2 x 15 Amp Nos. 4
18 | Fixed Tray for 42U Rac Nos 4
20 | Hardware Mounting Kit Pkt/20 35
21 | CAT-6 UTP Cable 305M/Bo 104+16
22 | CAT-6 24 Port JP (loaded) Nos. 45+5
23 | Cat-6 Single 1/0, Face Plate with SMB Nos. 81
24 | CAT-6 4ft P. Cor Nos 80C+12C
25 | CAT-6 7ft P. Cord Nos. 800+120
Note:

1. All Fiber Termination Units / LIU’'s must be raogkountable.

2. Passive must also include any other accessarigsms required as part of the solution, but

additional items should be quoted separately.
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Annexure-| |

Table 3: LABOUR AND MISCELLANEOUS COMPONENTS

UTP CABLE LAYING WITH PVC

1 CONDUIT MTR Per mtr

2 | JACK PANEL TERMINATION NOS Per no.

3 | 10 TERMINATION NOS Per no.
UTP TESTING USING LEVEL 3 SCANNER

4 EOR CAT6 NOS Per no.
FO CABLE LAYING IN HDPE CONDUIT,

5 | INCLUDING DIGGING & REFILLING OF MTR Per mtr
SOFT SOIL

6 INSPECTION CHAMBERS (MANHOLES) NOS Per no
AND CABLE MARKERS '
ROAD PUNCHING / DIGGING / RCC

7 CUTTING & CEMENTING MTR | Permtr

8 | FO PANEL ASSEMBLY & MOUNTING NOS Per no.

9 | FO Splicing per Core NOS Per no.

10 | FO TESTING USING ODTR LS Per cor

11 | CABLING CERTIFICATION LS Per site

12 | RACK ASSEMBLY & MOUNTING NOS Per no.

Note: Bidders must note that the prices quoted for lalamad miscellaneous components in table
3 above will be used for three years of warrantygoeand two years of Comprehensive AMC
period.

Table 4: LEASED LINKS

2 X 8 Mbps 1:1 (One each from two different ISP’sps per specifications mentionec

at S. No. 37

)

Note: Bidders are requested to quote any other accessoriitems required as part of the
solution, but additional items should be quotedasately.
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TENTATIVE REQUIREMENTS

Annexure-lll

S. Location No. of Rack 24 24 48 48 | Core UPS
No. Ports Dist. | Edge | Edge | Ed
OF OF | UTP
01. | Audio Visual 100 2X42U X X X 3 2X10KVA
02. | IT New 200 3X12U 1 X X 5 X 3x1KVA
03. | Pharmacy 50 1X124 X X 1 1 X 1KVA
04. | MBA 40 1X12U X 1 X X 1KVA
05. | Central Lib. H 50 2X12U X X 2 X X 2X1KVA
Bio Tech.
06. | UTD 50 2X12U X X 2 X X 2X2KVA
(WA WB) (25+25)
07. | Physics 40 1X12y 1 X X 1KVA
08. | Rural Tech. 30 1X12U X X 1 X X 1KVA
09. | Forest 30 1X12U X X 1 X X 1KVA
Department
10. | Admin 60 2X12U X X 1 1 X 2X1KVA
11. | Boys Hostel 20 1X12y X X 1 X 1KVA
12. | For Guest 15 1X12U X 1 X X X 1KVA
House
13. | Girls Hostd 15 1X12U X X 1 X X 1KVA
14. | CSIT 60 2X12U X X 1 1 X 1X1KVA
15. | Guest House 20 1X12U X 1 X X X 1KVA
(Main)
16. | VC 10 1X12U X 1 X X X 1KVA
Residence
(Bungalow)
17 | Canteen 2 X X X X X X X
Building
18 | Wireless - 20 Nos. X X
Access Point
Total 792 21X12U| 1 3 13 11 2 21 X
1KVA
2X42U 2
2 X
10KVA
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ANNEXURE-IV

Note: Prices should be quoted strictly in this formatd$not quoted in this format may be
likely rejected. All items comprising the solutiare not listed in format of price bid below; refer
pages 77 to 80 for alems andquantities.

FORMAT OF PRICE BID

S.No | Make Items Part | Qty | Basic Unit | Sales tax/VAT | Unit Price Total Complianct
Product Description| No. Price in (Applicable in Indian Price in
Indian Rs. taxes) Rs. Indian Rs.
Q (A (B) (C=A+B) cXQ
1 A). Network
Switches

(i) Switch Type :at
S.No. 25.1

(i) Switch Type i at
S.No. 25.2

(iii) Switch Type @
at S.No. 25.3

(iv) Switch Type -
at S.No. 25.4

(v) Switch Type 'at
S.No. 25.5

2 B). Internet Route
at S.No. 26

3 C) NMS at S.No. 2

D) Wireless
4 Controller at S.No.
28

5 E). Wireless Acces
Points

(i) Indoor a/b/i

(i) Outdool b/g/r

F). Perimete
Firewall

G). Multilink
7 Manager &
Bandwidth
Optimizer

8 H). Desktop
Security Solution

(i). Passive
Components as per
table 2 pg. 81
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S.No | Description of | Qty Basic Excise Work Sales | Ces: Unit Compliance | Remarks
Iltems Rate in Duty | Contract | Tax Price
INR tax in INR
Installation, One
testing and lot
commissioning
Total
S.No Description of ltems Qty | Basic | Excise Work Sales| Ces: | Unit | Compliance | Remarks
Rate Duty | Contract | Tax Price
in tax in
INR INR
ComprehensivAnnual | One
Maintenance Charges to lot

be paid on quarterly pos
payment basis after the
expiry of three years
warranty period as per
scope of the contract

15 Year

2"% Year

Total
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ANNEXURE-V

PERFORMA FOR BANK GUARANTEE FOR EMD
(To be stamped in accordance with the stamp Act.)
To,

GURU GHASIDAS VISHWAVIDYALAYA,
BILASPUR
CHHATTISGARH

Dear Sirs,

In accordance with your Enquiry No. dated ,
M/s. avindh their registered / Head

Office at (hereinzfiled the Bidder) wish participate in

the said Bid for the job *

As an irrevocable Bank Guarantee against Earnesteyl®eposit for Rs.
(Rupees ) valid upto is required to be
submitted by the bidder as a condition precedenpéoticipation in the said Bid, which amount
is liable to be forfeited on the happening of aogtthgencies mentioned in the Bid Documents.

We, (Name of the bank) having our head office at
and local office at

guarantee and undertake to pay immediately on deémbhy GURU GHASIDAS

VISHWAVIDYALAYA, BILASPUR , CHHATTISGARH (hereinafter called GGV,

Bilaspur), the amount of Rs. (Rupees ) without any

reservation, protest demure and recourse. Any dearand made by GGV, Bilaspur, shall be

conclusive and binding on us irrespective of arspdie or difference raised by the Bidder.

This bank guarantee shall be irrevocable and sealhin valid up to f
any further extension of this guarantee is requitied same shall be extended to such required
period on receiving instructions from GGV, Bilaspur whose behalf this guarantee is issued.
Not withstanding anything contained herein abowe,liability under the guarantee shall remain
in force till unless a demandaimcunder this guarantee is filed against us
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within the date of expiry, i.e. adluy rights under this guarantee will be
forfeited and we shall be relieved and dischargethfall liabilities here under.

(Signature of Bank Authorities)
NAME:

(Designation with Bank stamp)
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To,

Annexure-VI

PERFORMA FOR BID FORM

GURU GHASIDAS VISHWAVIDYALAYA,
BILASPUR
CHHATTISGARH

Dear Sirs,

We (The Bidder) undertake and confirm that:

1.

We hereby offer to supply the goods detailed iredcife thereof as you specify in the
purchase order at the price quoted and agree tbthisl offer open for acceptance for a
period of 180 days from the date of opening of bid.

Rates quoted are for CIF at S#&JRU GHASIDAS VISHWAVIDYALAYA, (GGV,
Bilaspur) located at Bilaspur, Chhattisgaand are in the price format as specified in
Annexure-IV.

We undertake, if our Bid is accepted, to execudentbrk within 20 weeks from the date
of issue of your purchase order.

If our Bid is accepted we will obtain the guarasste¢ a Nationalized/Scheduled Bank of
a sum not exceeding 5 % of the total cost of tlagept, for the due performance of the
contract extendable to cover the warranty periog pio months.

All the equipment and components quoted have tygae warranty comprehensive. The
comprehensive warranty includes all parts.

The part numbers of all items are mentioned ardl etslosed the datasheets for the
same.

All networking active components like Router, SwijtdVireless, Network Management
& Desktop Security solution are from a single OEMcept perimeter firewall and link
load balancer.

All passive-networking components are from onelsi@EM.

We understand that the quantities are estimatedraydvary at the time of order /
implementation.

10. Installation Cost includes fixing of Active Compants, Passive Components, Civil

work, electrical wiring and supply and fixing of #@h boards for input to UPS near
racks locations.
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11.The bid/quotation is submitted for all the itemsl astrictly as per the tender
specifications.

12.During warranty and AMC, services will be providéidectly at site.
13.Every page of the submitted bid has been numbstachped and signed.

14.Bid submitted by us is properly wax sealed and qreg so as to prevent any subsequent
alteration and replacement.

15.We understand that GGV is not bound to acceplotiest or any bid that it may
receive.

16.1t is hereby confirmed that we have understoodehms and conditions of the tender and
have thoroughly examined specifications and aretighly aware of the nature of goods
required and our offer is to supply goods striatlyaccordance with the requirement and
terms and conditions of the tender. We agreeittedhy the terms and conditions of the
tender if the contract is awarded to us.

17.“Bid Form” as specified in Annexure-VI has beenliazd.

Place:

Date: (Signature and seal of Bidder)
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ANNEXURE-VII

PERFORMA FOR PERFORMANCE BANK GUARANTEE

1. In consideration of GURU GHASIDAS VISHWAVIDYALAYA, BILASPUR |,
CHHATTISGARH [hereinafter called GGV, Bilaspur, which expressimless repugnant to
the context and meaning thereof shall include itscessors and assigns] having agreed to
exempt M/S

[hereinafter referred to as ‘supplier / contractafiich expression unless repugnant to the
context and meaning thereof shall include its ssswes and assigns] from depositing with GGV,

Bilaspur, a sum of Rs. towards security / performance
guarantee in lieu of the said supplier / contrabring agreed to furnish a bank guarantee for
the said sum of Rs. as required uhdeferms & Conditions of contract / work
order / purchase order no. dated [hereinafter referred to as the

order] placed by GGV, Bilaspur, on the said supplieontractor. We, (Name of the Bank)
hereifafter referred to as ‘the

bank’ which expression shall include its successom assigns] do hereby undertake to pay

GGV, Bilaspur, an amount not exceeding Rs. (Rupees

) on the demand made by 8iaspur, on us due to a breach

committed by the said supplier / contractor of Tleems & Conditions of the order.

2. We, the Bank do hereby undertake to pay the ataalue & payable under this Guarantee
without any demur, merely on demand from the GGNgdpur, stating that the amount claimed
as due by way of loss or damage caused to or wioelldaused to or suffered by the GGV,
Bilaspur, by reason of breach by the said Contrgsfoof any Terms & Conditions contained in
the said Agreement or by reason of the Contracpfailure to perform the said Agreement.
Any such demand made on the Bank under this gusegatite decision of the GGV, Bilaspur, in
this count shall be final and binding on the BaHkwever, our liability under this guarantee
shall be restricted to an amount not exceeding Rs. (Rupees

)

3. We, the Bank undertake to pay to GGV, Bilaspamy money so demanded not withstanding
any dispute or disputes raised by the Contracfoin(sny suit or proceedings pending before
any court or tribunal relating there to our liatyilior payment there under and the Contractor (S)
shall have no claim against us for making such aym
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4. We, the Bank further agree that the PerforméBaek Guarantee herein contained shall
remain in full force and effect during the peridatwould be taken for the performance of the
said Agreement and that it shall continue to bemafable till all the dues of the GGV, Bilaspur,
under or by virtue of the said Agreement have be#ly paid and its claims satisfied or
discharged or till the Registrar of GGV, Bilaspcertifies that the terms & conditions of the said
Agreement have been fully and properly carriedmuthe said Contractor (s) and accordingly
discharged the Guarantee. Unless a demand or alzder the Guarantee is made on the Bank in
writing on or before , the Bank shall be discharged
from the all liability under the Guarantee thereaft

5. We, the Bank further agree with the GGV, Bilaspbat the GGV, Bilaspur, shall have the
fullest liberty without our consent and withouteadfing in any manner our obligations hereunder
to vary any of the Terms & Conditions of the saigréement or to extend time of performance
by the said Contractor (s) from time to time optgstpone for any time or from time to time any
of the powers exercisable by the GGV, Bilaspurjregjahe said Contractor (s) and to forbear or
enforce any of the Terms & Conditions relatinghe said Agreement and the Bank shall not be
relieved from its liability by reason of any sucériation, or extension being granted to the said
Contractor (s), or any forbearance, act or omissianthe part of GGV, Bilaspur, or any
indulgence by the GGV, Bilaspur, to the said Carttra (s) or by any such matter or thing
whatsoever which under the law relating to suretiesld but for the provision have effect of so
relieving the Bank.

6. This guarantee will not be discharged due taghain the constitution of the Bank or the
Contractor (s) supplied.

7. We, the Bank lastly undertake not to revoke gliarantee during its currency except with the
previous consent of the GGV, Bilaspur, in writing.

8. Notwithstanding anything contained hereinabdwe ltability of the Bank in respect of this
Guarantee is restricted to Rs. g8sIp ) and it
will remain in force till Unless a demand or claim under this
Guarantee is made on the Bank in writing within etéhr months from
we shall be disathafgem all liability under this

guarantee.

This Guarantee is valid to dated the
day of

For (indibatslame of the Bank).

Note: THIS GUARANTEE SHOULD BE ON STAMP STAMPED IN

ACCORDANCE WITH THE STAMP ACT.
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