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Abstract

one of the most pressing problems in cloud computing i i '
e N e . g is data security and privacy
regy ! storage is dangerous and vulnerable to hacking. As a
result, people are hesitant to trust their data in the cloud. Cloud cust V
that they can access their data anywhere they want and th.at no one els:cl:zrs v;anzhto et
user quthentication via the cloud is a crucial consideration. After com 1:’;in urthee:?ri:,
and reviewing the research papers, it was discovered that the vital secirity iroblems o}ti
cloud computing are data leaking and distributed denial of service. (DDOS).
mplementing symmetric essential methods can increase data security by storing data
on the server. Even if a person gains access, he cannot open the original data because
.t must be deciphered. Aside from storage security, enabling authorized user access
may aid in avoiding DDOS because only real users will have access to the cloud.
A hybrid approach that combines elliptical curve cryptography and the symmetric essential
technique is proposed. ECC is used to complete the user verification procedure and to keep
sensitive data safe. The AES algorithm is utilized, which allows users to securely store and retrieve
their data in the cloud by encrypting data on the client side and decrypting it after downloading

oud. Because the data user controls the private key, no one can decode the data, even if
e methods. Furthermore, while logging into the cloud

If by utilizing various input parameters. This
nfidence in the security of data stored in the cloud.

ECDH algorithm to achieve the same level of security as
using a minor key size and strengthening

olution's prototype would benefit from
t unwanted access to the
he cloud network.

from the cl
the hacker can obtain the data through som

server, the user will safely authenticate themse

approach can give consumers CO
Here, we will use an ECC and
] cryptosystems while
The suggested S
mechanism to preven
to allow data access through t

previous public critica
the algorithm's security.
offering an appropriate access
information system and safe storage



