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INTRODUCTION

An ethical hacker 1s a trained professional hired to provide top-notch cybersecurity
to individuals, firms. and governments by legally hacking mnto their systems and
identifying any weak spots. An Ethical Hacking course can help you build a career
as an Ethical Hacker.

The kev concepts of ethical hacking are what distinguishes 1t from other forms of
hacking practices. Before beginning with the "types of hackers” and the process
followed. getting an ethical hacking overview of the key concepts 1s imperative.

+ Legality — Before beginning the process of ethical hacking, hackers should
get due permission and legal approval (a MUST do).

+ Scope — Ethical hacking can be extensive or shallow depending upon the
client's requurement. Understanding this scope 1s important before starting
the task.

+ EBeport — Once the process of hacking 1s complete, all the valnerabilities or
security 1ssues should be duly reported to the concerned teams.

+ Data Povacy — Ethical hackers often come across data and sensitive

information and. therefore, mavy require signing a contract before they begin
working.



