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In today's digital landscape, phishing attacks have become one of the most common and dangerous
cybersecurity threats. Phishing is a technique used by attackers to trick individuals into revealing

sensitive information such as usernames, passwords, and credit card details, often by impersonating
trustworthy entities in electronic communications.

This thesis presents the development of a Phishing Detection Tool powered by Artificial Intelligence
(AI) and Machine Learning (ML). The objective is to design a system that can accurately distinguish

between legitimate and malicious URLs or websites by analyzing various features extracted from input
data.

The proposed system uses supervised machine learning models, such as Random Forest, Decision
Tree, and Logistic Regression, trained on publicly available phishing datasets. These models evaluate
features like URL structure, presence of suspicious keywords, SSL certificate usage, domain age, and

more. The tool is implemented with a user- friendly interface, allowing users to input a URL and

Teceive an instant risk evaluation along with a confidence score.

Our experiments demonstrate high accuracy in phishing detection, showing the potential of AI/ML-
based solutions in enhancing cybersecurity. The tool can be integrated into browsers, email clients, or

used as a standalone application to protect users from phishing threats in real-time.



